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ABSTRACT
We propose an approach to analyze network systems based on
formal methods. The trace analysis approach relies on model
checking and ensures an automated and exhaustive analysis of
traces of executions collected from networks through
monitoring. In particular, we show how to apply the approach
to the fault management procedure, and we illustrate using an
example.
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1. Introduction
Maintaining correct operation of a computer network

is highly intricate. In this age of globalization, where a
network could easily span the glob, the need for network
management (at the various layers) becomes even greater,
especially with networks that include multi-vendor and
multi-protocol elements and clusters. This has yielded
several attempts to standardize the management
interfaces of networks in order to alleviate the associated
complexity (a formidable knowledge of the different
networks and a costly learning curve). The
Telecommunication Management Network (TMN)
standards, developed in the early 90’s by the ITU, define
the main areas associated with the management concept.
Fault management, Configuration management, Account
management, Performance management, and Security
management are often considered a good definition of
what management activities should encompass. Examples
of these activities include, but are not restricted to the
following: responding to faults when a network element
breaks down, addition or removing subscribers, changing
network configuration, updating software of network
elements, preventing attacks and detecting intrusions,
congestion control.

While standardization helps reducing the complexity
managing network systems, it stops short from solving all
the aspects of the problem. Actually as networks grow
larger, the information available for processing, in the
course of a management task, becomes literally

unmanageable even when it is uniformly represented.
This adds to the complexity of the validation and
debugging problems of networks, and thus to the overall
cost. In the last decade, there have been numerous
attempts to automate and simplify the task of managing
networks. The approach that is considered in the TMN
layered model of network management, where the
management tasks are distributed on four levels (The
Element management, The Network management, The
Service management, and The Business management),
represents a major step in modularizing the tasks and
distributing the load. Based on this model, numerous
attempts to automate the management process on the
different layers have been made [1, 16, 9]. For example,
[10] reports the following attempts to deal with the alarm
correlation problem of the fault management process
associated with the network management layer: Rule-
based correlation, Fuzzy logic based correlation, Model-
based reasoning, Filtering, Event forwarding
discrimination, etc.

Meanwhile, research results, mainly in the academia,
continue to build a strong belief that the use of formal
methods would contribute to a drastic reduction in the
complexity and cost of the development of distributed
applications in general. Indeed, once a formal
specification of the behavior of a system becomes
available, many development activities, such as
validation and test derivation could easily be automated.
Based on these expectations, a number of tools that
support formal specifications (using languages such as
SDL or UML) and modeling activities have recently
become available. However, to fully benefit from formal
approaches, a company should reorganize the whole
engineering process, its personnel has to be accordingly
trained, so inevitably, there is a costly learning curve that
not every company is ready to absorb. The reality is that
formal models are rarely produced in practice from
requirement specifications, except for certain safety
critical applications that fully justify a new development
discipline.

Nevertheless, formal approaches could still be used
to automate important steps of the development process



while not requiring that developers start producing formal
specifications or even learn much about formal
languages. Instead, by relying on ad-hoc observation
facilities or standard monitoring tools, qualified personnel
would be able to discern manually in a picture any pattern
of events that indicates the existence of a problem or a
fault in what represents the execution of the system over
a period of time. This is exactly where we think the
automation is required. We believe that formal
approaches make it possible to automate the analysis of
distributed systems based on collected logfiles and to
reduce, if not eliminate, the error margin associated with
manual analysis.

In a previous work [7, 8], we have developed an
approach to automatically verify (using model checking
[3]) whether a distributed system exhibits certain
properties based on a formal model of the system
determined from a trace of events that happened within
the system. A lighter version of this approach, which uses
XML transformations to detect properties that do not
require model checking, appeared in [11].

We believe that the trace analysis approach can be
applied in the field of network management, especially on
the Element management and Network management
levels of the TMN model. Therefore, in this paper, we
show how such a formal approach -based on formal
methods and techniques- can be used in the context of
fault management at the aforementioned levels of the
network model.

This paper is organized as follows: Section 2
overviews the trace analysis approach and its application
in testing distributed systems. Section 3 presents the main
characteristics of the network management problem,
which motivate the application of the trace analysis
approach in this context. Section 4 shows, through an
example, how the trace analysis approach can be used in
the context of fault management. Finally, Section 5
concludes this paper and presents the main potential
extension of this work.

2. Trace Analysis of Distributed Systems
A general approach to trace analysis could be

outlined as follows. The distributed system is
instrumented in a way that events executed by the
distributed processes are collected. Such events typically
denote the send and receive of messages, local actions
and others. A trace is produced that includes all the
events collected during a system run, and an appropriate
analysis tool can be applied to check the trace against
some user-defined properties. A large body of work on
developing various tools to visualize traces already exists,
see [8] for a summary. The main goal is to facilitate the
efforts of the designer or tester for locating and correcting
bugs by filtering out unrelated information and by
offering a proper visualization of traces. The analysis is
performed manually either online (simultaneously with
the system execution) or post mortem. Another group of
methods targets the analysis phase by offering means to
verify certain properties in the distributed system under
test (SUT). Practically, when it comes to developing a

tool for checking properties in execution traces, one
would tend to reuse general-purpose model checkers,
normally reliable, highly sophisticated, and versatile
analysis tools. Therefore, given that a proprietary
monitoring tool provides an event trace that contains
sufficient information to analyze certain properties and
that events represent by the values of their parameters all
the key characteristics of a system under surveillance that
are reflected in properties to be verified in the event trace.
Then for an available model checker, ObjectGEODE in
our case, we had only to develop a front-end tool that
produces a formal model and a property description as
required by the model checker. The model is written in
SDL, the specification and Description Language, and the
properties are written in the property specification
language GOAL, specific to ObjectGEODE.  The results
of the verification include a verdict whether the property
was met in the model of the system and examples to show
the execution sequences that satisfied/violated the
property. As a result, the trace analysis approach can be
summarized in the diagram in Figure 1.

Figure 1: Workflow of the trace analysis approach.

2.1 SDL Model
In detail, an SDL model of the tested system that

relies on a given trace reflects the following aspects:
structure, behavior, communication, and data. The
structure of the system is modeled by the hierarchy:
system/block/process/procedure statements in SDL. In
our case, it is sufficient to define a system with a single
block that is composed of several processes. The overall
behavior of the system is modeled by the joint behavior
of a set of communicating processes in SDL. These
processes correspond to entities of the real system whose
behaviors are recorded in the trace; thus making each of
the processes linear, as in most cases we cannot identify
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any two states of it, so no cycles can be deduced. The
representation of a process can be obtained by projecting
the collected trace into the set of events it executes: send,
receive, and local events and subsequently inserting states
in between communication events, while representing
local events as SDL tasks. The asynchronous
communication between processes is achieved via signals
with optional signal parameters (that represent exchanged
data) and channels. Input signals to a process are stored in
a queue before reading them. Thus, unknown delays in
real communication channels of the distributed system
are represented by those of input queues, associated to
each SDL process. This means that in our framework, the
whole communication media of the system is simply
modeled with individual queues of SDL processes.

2.2 Property Specification
The property to be checked is expressed as an

observer [6] in the GOAL language. A GOAL observer
implements in fact a finite automaton with accepting
states [2]. GOAL is similar to SDL, but has some
syntactic and semantic differences [2]. Observers are
usually described in terms of entities (objects, signals
etc.) of the tested system, i.e., they can be associated to
the SDL system. This makes communication signals
directly accessible for observation while other model
data, e.g., variables and states, are accessible to observers
using probes. Probes represent pointers to SDL entities.
In addition, GOAL allows the declaration of two types of
designated states: success and error states. Entering
success states (error states) indicates that the system
respects (violates) the property expressed in the observer.

2.3 Verification in OG
Once the representation of the distributed system and

the property is complete, the ObjectGeode (OG) model
checker is used to verify whether the system satisfies the
property [14]. This is achieved in the so-called exhaustive
simulation mode, when the tool performs all the possible
executions of the system and builds a state graph of the
SDL system. The state graph represents all the possible
interleavings of events in the collected trace. To perform
model checking, the tool builds the synchronous product
of the observer and the specification of the system. The
OG simulator outputs a report of the number of errors and
successes encountered, and it presents the scenarios that
lead to the observer errors and successes.

2.4 Front-End to ObjectGEODE
The front-end to OG includes two modules:

1. A system specification tool TRAYSIS that builds an
SDL specification from the collected trace. This tool
automates the process of producing an SDL
specification from a logfile of events specified in XML
syntax. It supports both synchronous and asynchronous
communications and offers the following main
features:
• The tool checks the logfile for flaws that would render the

generated SDL model syntactically incorrect, e.g., missing

communication events, presence of SDL keywords in the
logfile, and the use of some illegal characters.

• The tool enables the user to cope with large logfiles by
offering a combination of filtering techniques including
process filtering, signal filtering and segment filtering.

• The tool offers preliminary analysis of the generated model
by presenting listings of the processes, variables, and
signals occurring in the model. Such information should be
essential to the property specification procedure.

2. A property specification tool called Property Manager*

that eases the process of writing properties for trace
analysis. This tool offers the user a library of
predefined patterns [4, 12]. Every pattern of the library
is a parameterized template of a GOAL observer. The
tool helps the user customize the observer to specific
settings of the observed event trace.

3. Applying Trace Analysis to Network
Management
In this section, we discuss how the trace analysis

approach can be applied in the field of network
management, especially in the context of fault
management in networks on the Element management
and Network management levels of the TMN model.

In general, an element management system (EMS) is
usually deployed for a group of Network Elements (NE’s)
that are of the same type, e.g., DCS or SONET.
Normally, an EMS is exposed to the complete
management-information content of all the NE’s in its
domain. Therefore, the tasks performed by the EMS in
the context of element management include activities that
could be classified in the following main groups [5]:
• Service provisioning (planning, deployment),
• Service assurance (maintenance, monitoring and control),
• EMS and NE operation support (ease of use, remote access),
• Automation enabling (normalization, information storage).

Meanwhile, an EMS is not responsible for all the
traffic management related tasks.

Service assurance is the obvious place where we
believe the trace analysis approach can ease the job of the
operator by automating the process of correlating alarms,
detecting malfunctions, and localizing faults. To
exemplify the level of complexity that could be
associated to these tasks, we consider the simple scenario,
where an EMS receives events and alarms from NE’s on
several ports. In such case, the ordering in which the
alarms are received and processed by the EMS affects
directly the outcome of any analysis, whether the analysis
is manual or automatic. Meanwhile, through monitoring,
the executions of the NE’s are recorded and logged in
event traces. Then, a formal model of the monitored NE
group could be generated on which the properties of
interest would be verified following the trace analysis
approach. Actually, the model checking techniques on
which the approach relies eliminate the risk of missing a
certain error alarm - by building the graph that encodes
all the possible orderings of the recorded events.

                                                          
* We thank Qing Fan for his contributions to the tool.



Properties for this type of analysis can represent
operator defined requirements as well as service
agreements that are specified on higher levels of the
network model but expressed in the NE terminology.
Moreover, properties could express intrusion signatures
which, when verified in the traces, help detect security
breaches to the network system.

Another area where our approach could be applied is
the analysis of the EMS’s. In some network systems, each
EMS oversees a group of smaller EMS’s that manage the
NE’s of the domain. So, the management task is
distributed over several entities following some criteria
that include functionality, type of errors, or even location.
In this setting, the sub-EMS’s might need to interact
between them and exchange alarm related information.
Here, trace analysis could be used to evaluate the
behavior of these sub-EMS’s. So properties of interest in
this context can include the following: how alarms are
being managed or in the case of failure -to correlate an
alarm correctly, which EMS is not functioning as
required.

Note that the successful use of the trace analysis
technology in analyzing the behavior of network systems
relies on two key issues:
1. Determining the formal model of the interacting NE’s.

A solution depends on what are the events collected,
parameters of the events, relations between events of
the same NE and/or different NE (matching
communication events) and what is known about the
ordering of the events in the trace. Here, we require -
from our experience with several application domains-
that every event be represented in the collected logfile
by a record that shows the following fields:

• Type of event: Communication (Send, Receive, or
Rendezvous), Local

• Name of the issuing process
• Local ordinal number
• Partner for communication events
• Message / rendezvous parameters
• Local parameters of the issuing process

2. Scalability of the approach. It is crucial for any
approach when applied in industrial settings to be able
to handle large amounts of data. In our framework for
trace analysis, we have equipped the TRAYSIS tool
with filtering techniques that made handling traces of
tens of thousands of events much easier. We also focus,
in our research, on several techniques to alleviate the
problem associated with the size of the monitored
traces such as clustering of events (where a set of
events sharing certain characteristics could be
represented as single event).

4. Example
To illustrate how trace analysis can be used in the

context of network management, we consider a simple
example of a trace of a hypothetical system of network
elements that are monitored by the appropriate means.

In the typical setting, the EMS receives all the
monitored information and uses it to build a repository of

detailed history of NE specifics (events, states, alarms,
etc). Then the operator needs to analyze the stored data to
infer the existence of a malfunctioning in the system and
perform a root cause analysis. This is fine as long as
elements do not interact (each element is affected only by
its own behavior), but this is not what networks are meant
to be in the first place. In fact, the existence of
interactions between elements has a direct effect on
identifying the causality relation between events of
different elements (sending a data packet could be seen as
the cause for the corresponding acknowledgment; a
message would not be forwarded if it was not received a
priori). Therefore, if an alarm appears on one element, its
cause may still be an event of another element that
precedes the alarm in the causality precedence relation
defined by the interactions between the two elements.

In this example, we use a space time diagram (Figure
2) to show the trace collected by monitoring two elements
in a network. The two elements interact by exchanging
some messages. This exchange could involve simple send
and receive events or, on a more abstract level, a
sequence of messages that represent certain functionality
such as connection request or file transfer operations.
There are three messages in the trace and some local
events, which could refer to state updates or indicate
alarms raised by the issuing elements. For simplicity, we
concentrate on the meaning of the local events rather than
the exchanged messages. We consider that each local
event contains the value of a variable, which represents
the number of alarms raised so far by the issuing element.
Thus, the first variable, n1, takes the values 3, 4, and
finally 5. The second variable, n2, takes the values 6, 4,
and 2.

Assume now that we have to verify the following:
The number of alarms from both NE’s is increasing. The
EMS manages to correlate the alarms of NE2, and the
proper measures are taken to reduce them. Does this
decrease the number of alarms issued by NE1 or not. In
other words, do the alarms of NE2 constitute a cause of
the alarms of NE1?

Figure 2: The event sequence of a collected trace,
where unconnected bullets correspond to local
events, and bullets connected by edges to receive
events (rm) matching send events (sm) for messages
m1, m2, and m3.

Assume now that we have to verify the following:
The number of alarms from both NE’s is increasing. The
EMS manages to correlate the alarms of NE2, and the
proper measures are taken to reduce them. Does this
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decrease the number of alarms issued by NE1 or not. In
other words, do the alarms of NE2 constitute a cause of
the alarms of NE1?

We formulate this requirement as a global property
of the system: "Is it possible that the variable n2 exceeds
the variable n1 by 2 or more, i.e., n2 ≥ n1 + 2, and later
n1 exceeds n2 by 2 or more, i.e., n1 ≥n2 + 2?" If this
pattern is detected in the trace of the system, it means that
the alarms of the two NE’s are independent.

One may realize that Figure 2 does not provide an
immediate answer to this question. The problem is that
events in the system are not totally ordered. Instead, one
needs to determine all the possible ordering of events to
verify the property. This can be done once each of the
communicating processes is modeled, for example, as an
automaton. In this case, the behavior of the system of
communicating automata contains all the possible event
orderings.

Figure 3: The graph of all the orderings of events of
the trace.

In our example, one could define just two linear
automata each of which executes a sequence of six
events, though the way they communicate must ensure
that no execution violates a given trace. We use the
TRAYSIS tool to build an SDL model of the two
elements and the Property Manager to instantiate an
existing pattern of the required property in GOAL. Then,
Using OG, the joint behavior of the two automata is
depicted in the graph of Figure 3. In this directed graph, it
is possible to verify that the property we stated earlier is
satisfied in our trace. Actually, the first three encircled
nodes (starting from the root) satisfy the first part of the
property (n2 ≥ n1 + 2), while the remaining encircled
nodes – the second part (n1 ≥n2 + 2). This means that, in
term of the behavior of the NE's, the generated alarms are
not inter-dependent and need to be handled separately for
each element. The model checking of the specified
property on the model of the system (by building the
synchronous product of the two) confirms this result. The
analysis results in OG are shown in Figure 4.

Figure 4: The results of the analysis as shown by
ObjectGEODE.

5. Conclusion
In this paper, we proposed an analysis approach for

network systems based on formal methods. The trace
analysis approach offers a means for the automation of
many analysis activities in the network management
domain. In addition, such a formal approach based on
model checking, guarantees precise analysis results.
This approach relies, primarily, on a tracing and
monitoring mechanism that must be integrated with the
network system to obtain an execution trace as the
starting point of the analysis procedure. Actually, it is
quite common that a network system is instrumented, one
way or another, to produce that such logfiles. Our
implementation considers ObjectGEODE, a model
checker by Telelogic, SDL and the GOAL language to
model a trace of the system, specify the properties, and
perform the verification. We also discussed the main
requirements for successful application of the trace
analysis approach to network management. We require a
clear structure of the events in a trace (providing
successful information for modeling and property
specification). Also scalability-enhancing techniques are
needed to fight the complexity resulting from large traces
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being cumulated from hours and days of running of the
system. Our current framework ensures a well-defined
structure of the trace events, the tools we developed
provide filtering techniques that alleviate the problem of
lengthy traces in the case of industrial systems. We have
applied this approach successfully in many domains, e.g.,
traffic control systems [15] (safety properties),
communication protocol implementations [7] (bandwidth
assessment), and wireless mobile networks.

We illustrated, using an example, how this approach
can applies to the analysis of network systems, especially
in the context of network management, where fault
management - in particular, service assurance- is an
activity that is error prone and requires a certain level of
automation. The main concern for the future is to identify
further efficient techniques, in addition to filtering, to
enhance the scalability of the approach.
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