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ABSTRACT

We consider a formal framework for property veafion of web

applications using Spin model checker. Some ofvikb related
properties concern all states of the model, whileis — only a
proper subset of them. To be able to discriminttes of interest
in the state space, we solve the problem of prgmgrecification

in LTL over a subset of states of a system undst tehile

ignoring the valuation of the properties in thet resthem. We

introduce specialized operators that facilitatecgpig properties

over propositional scopes, where each scope cotestii subset
of states that satisfy a propositional logic formulUsing the
proposed operators, the user can specify web piepemore

concisely and intuitively. We illustrate the propdssolution in

specifying properties of web applications and disclother

potential applications.

Categories and Subject Descriptors

D.2.4 [Softwar e/Program Verification]: Formal methods, Model
checking, Validation F.4 Mathematical Logic and Formal
Languages]: Temporal logic

General Terms
Languages, Formal Methods, Temporal Logic, Verifaa

Keywords
Web Applications, Model Checking, Linear Temporabic.

1. INTRODUCTION

In recent years, it has been realized that applyindel checking
[2] to the verification of software systems is natways
straightforward. The complexity of modern programgni
languages and thus software systems is high, wdften makes it
rather difficult to extract models of the given &egtions.
Meanwhile, it is difficult even to the expert, wilvirtually
impossible [1] for the novice, to specify meanirgfoften
complex) properties using the usual temporal Idgimalisms of
model checking. The problem of property specifmatbecomes
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even more difficult to solve when we want to expregrtain
specifications on a part of the given system bairawihile
ignoring the rest of it. In this paper, we addrdss problem of
property specification in LTL assuming that theruseinterested
in checking the properties over a subset of thiestaf a given
system while ignoring the rest of the states. Wappse a generic
and practical solution to ease the problem of ptgpe
specification in LTL over subsets of states. Oduton does not
require any changes in the system model. The iglda define
specialized operators in LTL for the specificatiohproperties
over a subset of states to define the requiredesobthe property.

The new operators do not affect the expressiveaksgL, but
rather help specifying the properties of interestrenintuitively
and succinctly. We address the problem of propsstpes in the
context of our formal framework for analysis andidation of
web applications (WA) [4, 5], where we use commatiity
automata to model the different components of aemiweb
application, namely windows, frames, and framesdfach
component is modeled by an automaton where stapeesent the
pages displayed in the entity and transitions e HTTP
requests of these pages. The behavior of the wplicaion is
then represented by the composition of all the comept
automata. A state istableif it represents a page that is fully
loaded and displayed to the user; otherwise, thte 96 called
transient Distinction between stable and transient stagenimes
evident in applications that use frames, whereatess stable
(loading is complete) when the pages displayed frarae are all
fully loaded and shown to the user. We argue thatesproperties
are relevant to all the states (stable and trat)siarile others
should be verified only on either stable or transigates. Thus,
the scopes constitute an important element in weldemn
checking. The usage of the proposed operatorstidimited to
web or verification only, previously we discussdtk tuse of
similar operators in the context of automated pitagn6, 7].

The rest of this paper is organized as followsSéttion 2, we
describe how we identify the scope of states ofrast in our
modeling approach of web applications. In Sectipw@ describe
a variant of LTL, used in the paper, and explaia tiroblem
addressed in this paper as well as motives, reladeknown
difficulties in the specification of properties UL formalism.
Section 4 describes our solution, namely the syataksemantics
of the new operators. In Section 5, we illustrdie proposed
technique with several examples of web related en@s. In
Section 6 we discuss the related work. We condiu@&ection 7.



2. SCOPESIN WEB ANALYSIS

In the model of a given WA, a stable state reprissanstable
display where a page is fully loaded in the browserdow. In
case of a web application with frames, a page asldd in each
frame. When all the pages in the frames (in thevben window)
are completely loaded, the display (as well assthte) of the web
application becomes stable; otherwise, the disglstate) is
unstable and is in a transient mode. The reastimatswhen, in a
given window, a request for a page with framesestdo the
server, the response is a frameset document corgaRIs of
the frames’' source pages. Then, the browser, withibe
intervention of the user, initiates the requestdtie source pages
of the frames. These requests cannot be initidtadltsneously,
and their response pages are not loaded at the thameAt this
point, a user action can interleave with these estsu and
responses. This includes, for example, clickinmlaih one frame
while the source page in the second frame is niofujlg loaded.
Such scenario is considered in our web analysmdweork [4, 5],
where the frameset document is a state (represgethitntransient
state of the display) in the automaton of the wimdand the
browser initiated requests are looping rendezvouts in the
automata of the corresponding frames. The commtinica
automata model is used to represent web applicatishere
properties are verified over the whole global stpiace defined
by composition of the automata of the differentitesd. On the
other hand, there exist properties of web appbeatithat should
be verified by considering only a subset of théestaExamples of
such properties are given in Section 6.
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Figure 1. a) A, for Browser Window, b) A, for Framel, ¢) A;

for Frame2

To define a way of distinguishing states, we cosisttie example
of a web application with two frames. In Figurevi2z show a
fragment of the model which has three entities, bhewser
window, Framel and Frame2 These entities are modeled by
three automatad,, A,, andAs, respectively, which communicate
by common events. Initially, the three automata mretheir
inactive states, Uy, andyv,, respectively. The evemtis a link,
clicked by the user, which makés to move to stats, that is the
frameset document containing URIskrmelandFrame2 The

eventsf; andf, are from the browser window received by the two

frames, respectively, represent the browser tremyeequests for
frames source pages, andA; are then active, whil@; remains
in s;. In Framel, the user can click the linkso thatA; moves to
state u, by executing the transition labeled by actibn In
Frame2 the user can click the link whose target is _top, such
that the corresponding page is loaded in the fitidew, thus
canceling the two frames. In this casés a multi-rendezvous of
Az, Aq, andA,; as a resulthA, andA; move to their inactive states
Up andvy, andA; moves to stats,. Note that different possible

behaviors of the web application that can occurdality are

represented in the model as well. For examplehef server is
slow, Frame2 can be activated befoferamel and the user can
click on ¢ before the browser triggers the request for thecs

page of Framel Similarly, the link b can be clicked before
Frame2becomes active. These possible behaviors candmeise
the composition of the automata shown in Figure 2.

In the example, the states that correspond to toenpleted”
stabilized web application displays can be distisiged from the
“uncompleted” transient ones, and eventually tealéerently in
web model checking. In the web application, one@erdguest for
the page with two frames is sent to the server,display is
considered unstable until both frames are activéhetwo frames
are canceled and replaced by another page in tivesbr window.
Therefore, the stable states of the model sf@0o), (Si,U1,V4),
(su,Un, V1), and 6,,Up, Vo), While the remaining states are transient
(unstable). Note that the designated unstable sstgure 2)
havef, and/orf, as actions labeling outgoing transitions. These
actions correspond to the requests triggered bptinser. Thus,
we conclude that any global state with at least enabled
browser triggered action is transient (unstable).

Figure 2. Composition of Ay, A,, and Az

Here, we propose a mechanism to identify stable amtable
states that is recognizable by a model checkernjSpro
distinguish states in our modeling framework, wérdduce a
Boolean variable to each automaton of a given wallieation
model; we call it thestability variable (flag). If the state has at
least one enabled event which represents a brotisgrered
action, then the state is a transient state andlalgetakes the
value zero. If the state’s enabled actions reptesaty user
triggered actions, then the state is stable andfligetakes the
value one. Then we say that a global state of théefis stable if
and only if the stability variables of all its coonent states are all
set to one; otherwise, the global state of the misdeansient. In
this context, the stable states of a given webieguin constitute
the scope of certain properties to be validatetiénmodel.

3. LINEAR TEMPORAL LOGIC

The propositional linear temporal logic (PLTL) amgly LTL,
extends traditional propositional logic with temalooperators [2,
9, 12]. Formally, an LTL formula has the following syntax:

¢:=plCO) GO @ UG)[(GE)[(F)|(X9)



wherep is an atomic proposition, U is tlwtil operator, G (or1)

is thealwaysoperator, F (06) is theeventuallyoperator, and X
(or 0) is thenextoperator. LTL semantics was originally defined
[12] over infinite sequences of states that cowadpto infinite or
non-terminating sequences of computations. A mazeenmnt
variant of LTL semantics that applies both to iiténand finite
sequences is developed in the runtime verificationtext [15].
We favor this variant of the semantic to accountfiftite scopes,
which could arise in web analysis. Note that th&siant may
differ from the classical one in boundary case.

Given a set of atomic propositiod®, letM = (S T, S, L) be a
Kripke structure, whereS is a set of statesT 0 S x Sis a
transition relation,S 0 S is a set of initial states, ard is a
labeling function fronSto the power set oAP. A state sequence
M=(S, S, ...y IS called a path df if 50 S, (s, S+1) O T for all
i, 1 = 0. We denote by the length of a given state sequerngé
1tis an infinite sequence of states, thgrepo, assuming thato is
greater than any integer. An empty sequence aéssiatdenoted
€; [l = 0. A path is called finite if it is a finite geence of the
form(sy, sy, ..., S, such thagy 0 S, (s, s+1) O T, and for alls O
S(s, 9 OT. 1 =(S, S+1 ...) denotes the suffix of a sequerrce
(So S1, ...) starting ats. We assume that = ¢ for i <i. Also,
note that® =Tt

The semantics of LTL formulae is defined as follows
1. mMeEp- >0, and 0L(S),

TE = = TE ¢,

mE ¢ OY = = ¢ andmtE= Y,

= X ¢ < [ >0, andT = ¢,

nE Gé  foralli, 0<i <, = ¢,

Ti= F¢ - for somd, 0<i <, 1 &= ¢,

= ¢ Uy - there exists ah 0<i < || such thatt =

w, and for allj, 0<j <i, T = ¢.

Unlike the classical definition of LTL [12], our fieition,
inspired by [15], takes into account both infinded finite cases.
Note that for the case of=¢, = Fp, andrt= X ¢ do not hold.

If Iif = 1, thenm= X ¢ does not hold. Thus, X is defined to be
strong (existential). A Kripke structure satisfeegiven formulap

(M = ¢) if and only if for every pathm of M, Tti= ¢.

N o g >N

Expressive power of LTL is sufficient for many ptiaal
specification tasks. However, specifying non-tiliypaoperties in
LTL, as well as in other temporal logics, is ofteansidered
difficult even for experts and virtually impossilftar novices [1].
In particular, the challenge increases when exprgsson-trivial
properties which are relevant only to a subsethef dtates of a
system. A suitable approach might be to add syrdgagar
operators, which allow succinct property specifmat while
known LTL model checking tools and algorithms sifiply. The
challenge is to specify properties over certairiestdhat are of
interest while ignoring their validity in the remaig states. There
are several motivations and means to partitiorstate space of a
system’s behavior. One could consider partitionstigtes into
stable and transient (as in our formal frameworkcassed in
Section 3), orfinal and intermediate[11, 14]. The distinction
between states could be used to express variouss lexf
granularity at which the behavior of the systerdascribed.

A straightforward solution to property specificatioover
partitioned state spaces is to remove the “unistieg’ states
from the model leaving only the subset of statesirich the
properties need to be verified. This solution wotddly on the
projection of a given Kripke structure onto the setbof states
that are of interest as follows.

Let M=(S, T, & L and M= (S, T', §, L") be two Kripke
structures such that $1 S. We say that M' is jarojectionof M
ontoS', iff

1. T={(s, 9 1s «US', and eithe(s, s) O T or there
exists a path suffixt= (s, S¢1, ..., $1, So ..., Such that
S+l ooy R1 O S}!

2. S ={s|sOSn S orthere exists a patlt= (s, s,
ey S0, S, ..y of M, such that § 7S\ S'and g ..., $1
0S}, and

3. L'(9=L(gforallsOsS.
Note that ifS'=S, thenM' = M.

Then, a standard model checking algorithm [2] cdugdused to
verify the properties on the projection of the modéowever,
with such a solution, one faces two main problems:

1. If there exists a number of properties each of twhic
concerns a different subset of states, then foh eac
property one has to project the model separateyth&
number of models may reach the number of properties

2. The proposed solution may not be applicable for ehod
checkers, like Spin [8], which use Kripke repreaéion
internally, and where the user specifies a modular
system in a high level language, such as Promela.

4., PROPOSITIONAL SCOPESINLTL

We define a scope of a linear temporal logic fommwer a given
path as the subset of states on the path wherdothaila is
checked. Based on this definition, we considempidugition of the
state space intlm-scopeand out-of-scopestates. In-scope states
are the states of interest, where a given propkdy to be
checked, while ignoring the valuation of the prdpein the
remaining out-of-scope states. For this purposeinweduce new
LTL operators that can be used to formulate progeit the in-
scope states. We dendiea propositional logic expression that
valuates to True in every state where a given ptgphould be
verified. The set of states in which holds constitutes what we
call O-scope Since any LTL property is expressible with thel,

U, and X operators, we define the operatorgnot in scopg [
(and in scopg Ug (until in scopg, and X; (next in scopg and
use them to deriveF (eventually in scopeand G, (always in
scope.

Let O be a propositional logic expression, the operaters [,
Up, X, Fo, andGg are as follows:

1. =56=-0U(-0¢00)
hy=-0U (6 Dw) O0)
PUnw=0-¢o)U IO
Xo¢=-0U[00X(-0U@00))]
Fo¢=F @ 0DD)

GCup=GU-9)

L O



Based on these auxiliary definitions, we introddle /#scope
operator denotetin, with the following recursive definition.

Let [7be a propositional logic expression, thiescopeoperator
I n is defined as follows:

plnO=-0U@P0O0)
(=¢)In0==g(In0)
GOYInO=@¢In0)HWIin)
GuUYInO=@In)U;(Win)
G Inb=G@InD)
(Fo)InO=F5 (¢ I n0O)

7. X®)InO=X5(¢1nD)

The semantics of the auxiliary in-scope operatoliewis directly
from their definitions and LTL semantics:

o g b~ w b

1. mepln _[I < there existsan D <i <_|T|1, such thatrt
Epandrt =0 andforalljO<j<i, e O

2. TE —|D.¢ < there existsan D <i <.|n1, such thatr! #
¢ andm = O, and for all j,0<j <i, ™ # 0.

3. Tk ¢ Ugy - there exists an D <i < [, such thatrt
EyandniE O and foralljjo<sj<imeg DorM E
¢.

4, MEXpd - there exist i, kD < i < k< [, such thatr
E0 e Jandrt =¢, and for all j, I, 0<j <i<| <Kk,
i ¢ Oandrt & 0.

5. TMEFy¢ < forsomeif<i<m, = ¢ andr = 0.
6. TMEGH¢ - foralli,0<i< |, whereri = O, Tt £ ¢.

Finally, we state a theorem in which we show thatformula ¢

I n 0) holds in a given model (including in-scope and-afu
scope states), the corresponding LTL formplenust hold in the
projection of the model that includes only the ao3e states.

Theorem 1. Let 0 be a propositional logic formula, and &
and M be two Kripke structures, Ms the projection of M onto
set of all states of M in whidh is true. For any LTL formul@,
ME ¢ | n Oif and only if My = ¢.

The theorem could be proved by induction over themfila
depth. For detailed proof we refer the reader t&[6

5. WEB PROPERTIESWITH SCOPES

We illustrate our approach and show its effectigsnédoy
providing examples of web related properties takem [16, 17]
that are fine grained with propositional scopest that only
designate stable and transient states, but algemeral scopes
that designate states of interest identified byog@sition.

The following property is related to e-commerce vapiplications
and states the following:

1. Promotions of certain products are only presenhesiton

G ( (kHome O =Shopping — (Promotions =0)) O (HomeO
Shopping — (Promotions< 2))) 1.1)

The states that concern the property are the tra¢siésignate the
home page and the shopping pages. Therefore, tpe s states
is the propositional formulaHomeO Shopping. Using the scope
operator the property becomes more intuitive tdenas follows:

G(((Promotions< 2) | n (Home[D Shopping)d(Promotions =0))
1.2)

The following property is another example that tedato web
applications that comprise highly secure informatio

2. The User visits Authentication page then Securesthgn
returns to Authentication and does this exactlyéwi

In this property, théJser is able to visit a certain secure page
which he is allowed to visit only twice and evelye with
authentication information. Therefore, given thatest property,
we are not interested in the in any other pagesrothan
Authenticationpage andSecurepage. Using standard LTL, the
generalized property is non trivial and tricky fesify:

(-Authentication] =Securg¢ U (Authentication] =Secureld X
(-SecureU (Securell -Authenticationd X (-AuthenticationU
(Authentication 0 -Secure O X (=Secure U (Secure O
-Authentication 0 X (-Authentication U (Authentication O
=Securel X (G (=Secur))))))) (2.2)

If we use now thé n operator, the scope of the property includes
states where the user can be\irthenticationor in Securepages.
Therefore, the scope can be written &aithientication] Securg.
Now, the property can be written, in a more intiitand succinct
way, with thel n operator as follows:

Authenticationd X(Securell X (Authenticationd X (Secured X
(Authenticationd G (-Securg)))) | n (Authentication+ Securg
(2.2)

Assume that the same property has to be verifiedh iveb
application that include frames and where only Istabates have
to be checked. Without using the operator, the formula in (2.1)
would be even more complex if we take into accatable states
only, while if we usd n operator, then we reuse formula (2.2) and
modify the scope as follows:

Authenticationd X (Securel] X (Authentication X(Secured X
(Authenticationdl G (-Securg)))) | n ((Authentication+ Securg
Ostablg (2.3)

The propositiorstableis the conjunction of the stability Boolean
variables of the model’s corresponding componetdraata.

6. RELATED WORK

Manna and Wolper [10] propose the so-called relation rules
in the context of synthesis of communicating preess
Relativisation takes a PTL specification of a singkocess and
transforms it into a specification of the globastgm. Contrary to
our approach, the relativization procedure theyppse applies

the Home page or on Shopping pages and their numberonly to infinite sequences and scopes, moreovemiato

does not exceed 2.

This property is to ensure that a promoted produnbt oversold.
Using standard LTL, the property is written asduolb:

propositions of a given formula are assumed to ity in the
scope. More recently, Eisner et al [18] introdutkd so-called
temporal clock to LTL. The clock allows a formutatie checked
only when the clock ticks. While their defined seties are
similar to the ones we introduce for the scope aioer they



assume that clocks do not accumulate. In other syotdey
assume that states that belong to a certain piigusi scope,
cannot belong to a different scope at the same. tilifés

limitation in their approach rises from the contéxtwhich they
address the problem where hardware clocks do redap: Beer
et al [1] propose the so-called Temporal Logic 3ughey extend
CTL with regular expressions and introduce new ajmes to

formulate properties in CTL. The Sugar “next” ifided as the
next state in which a Boolean expression is validr definition

states that the property has to be true in the stexe, in which a
propositional logic expression is valid, relativédythe first state
in which the expression is valid and not to thetfstate of the
execution path. Dwyer et al [3] propose the speaifon pattern
system, which has five scopes each with a start eardtl state.
However, the authors did not address the problerspetifying

these patterns in a scope of arbitrary set ofstétiso, there is no
methodology to impose the scopes on arbitrary ftamu

7. CONCLUSION AND FUTURE WORK

We presented new specialized LTL operators for i§peg
properties within a scope of arbitrary set of staté interest.
These states are characterized by a propositiagit formula
and constitute what we call in-scope states. Tlgmzators do
not extend the LTL formalism; they rather help fatate complex
specifications more intuitively and succinctly. Bhuthese
operators do not require designated model checkiggrithms.
The new operators could be used to easily specdpapties of
the systems, in particular in the case when soatessbf a system
are of technical character and should be skipp&is problem
was addressed in the context of web applicationainokecking,
where some properties may concern certain subfaststes. We
showed the effectiveness of our approach and umsefsl in
specifying web properties more succinctly and intaly.
Although we demonstrated the usefulness of the queg LTL
scope operators in our formal framework for analysind
validation of web applications, the scope operatars be applied
in the verification process of a wider range of lajgions. We
applied our scope operators on the patterns prdvije Dwyer
and the results can be found in [6, 7]. Our futnoek will focus
on the generalization of these results on tempscabes, and
mixed state/event properties, that could contribiite the
elucidation of existing specification patterns [13]
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