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Abstract. This paper introduces a method to correctly order eventsadet
based testing for concurrent systems, in particular ntiafdaded programs, whose
events are only partially ordered. For a sequential, ckrgxhtester, we need to
merge (local) traces of each component into a (global) teh@esystem in such
a way that the ordering constraints are observed. To thiswadnstrument a
multi-threaded program under test so that the order of leekis is visible. This
additional information helps a so-called multiplexer toawestruct a fully serial
trace consistent with the partial order. We describe pragrand the multiplexer
as labeled transition systems and give pseudo-code ofgb&thim implementing
the latter. The implementation of the algorithm presensagsied in an industrial
context.

1 Introduction

Model-based conformance testing checks whether an impietien is behaviorally
consistent with its specification. Formally, this check &fprmed with respect to a
correctness criterion called conformance relation. Sastirtg is carried out by a tester
or a testing tool. An industrial software test engineer lguarites a test harness to
provide an interface (API) between the tester and the impigation under test (1UT),
so that the two entities can interact with each other. Therfiate is symmetric in the
sense that it specifies the methods that the tester can uskutenice the IUT and the
methods that the IUT can use to pass information back to gterte
The tester uses a model or specification as a reference ofifie Ibehavior. The

verdict of a particular test run depends on whether the ebsgdsehavior conforms to
the specified behavior or not. For sequential systems, susimgle-threaded programs,
events can be observed in the order they occur. In concwsystems, such as multi-
threaded programs and distributed systems, events ofdhdilagents (an agent being a
thread or, in distributed systems, a process) can still kemied in the order they occur,
but there are typically many possible ways in which eventdifférent agents can be
interleaved. In this paper, we consider the problem thatjaesatial, centralizaed tester
is used to test concurrent systems. Due to its sequentiateyahe tester requires a

* Part of the work was carried out during the author’s inteimstt Microsoft Research, Red-
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linearized view of all the events of all agents. Other apphea consider using several
distributed testers to test concurrent systems, see é.g. [5

A problem with the single tester approach is that, even ifredlevents of all agents
are totally ordered according to a timeline with sufficigrithe precision, the order in
which the events are observed by the tester may still diffanfthe actual one due to
buffering and communication delays. If the agents in the [bf€ract and this inter-
action is important to the conformance relation, obsertiirggevents out of order may
result in false positives (a correct IUT failing a test) olséanegatives (a wrong IUT
passing a test), rendering the conformance checking uds¢On the other hand, if the
agents do not interact, they can be tested independentynaucrently by independent
testers, and the need to observe the events in the corretdids not arise in the first
place.) Inter-agent communication usually imposes aglatter of events defined by
constraints on message communication, e.g. send-eveppeh®&efore corresponding
receive-events. In multi-threaded programs, a partiatoad events is defined by the
access of shared resources. For example, a lock has to beedlby a thread before
it can be acquired by another thread. In general, an evermi@bagent may depend on
an event of another agent and therefore cannot occur béfetatter. The sequence of
events observed by the tester must not violate the depepdemang the events.
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Fig. 1. Example of partially ordered events of a concurrent system

Figure 1 illustrates events of a concurrent system with tgendés using a space-
time diagram [14]. The events of each agent are depictedtadat@ted on a per-agent
timeline, on which an event of the agent is drawn to the left of an evemf the agent
if and only if z occurs beforey, i.e. y depends locally on. Inter-agent dependencies
are indicated by arrows. In this system, evémtf agentl, depends on eventof agent
Ty, and thereforé must preced¢. In this case the tracgaebfcis consistent with the
dependencies whereas the traleefbcis not. In general, a trace is consistent with the
partial order if and only if the trace represents an outcoftepmlogical sorting, called
a linearization, of the partial order.

In a system where all agents and all events are observedstitaightforward to
produce a linearization of the partial order of the events dxample, this is the case in
a distributed system where each process is instrumenteddo e unique send-events
and receive-events of messages exchanged between thegge¢el]. By using time
stamps [13] all processes need not be observed but all coratiam relations must be
augmented with vector time stamps. When dealing with mhf&aded programs, such
instrumentations are often either impossible or undelrathreads do not directly
communicate with each other, but synchronize through shasourses, such as locks.



Lock events are not normally observable to the tester becthey are internal to the
implementation. The abstraction level at which they oceuloiver than that of the
model; as a consequence, lock events are not even mentiotteziinodel.

A naive attempt to reorder events in multi-threaded prograould be achieved
by assigning a time stamp to each observable event with cetpa global clock and
then sorting the events using the time stamps. However, mademputer hardware
architectures may render the time stamping approach iibbleakor example, consider
a program written for a multi-processor hardware architecin which memory writes
are local to each processor until an explicit memory-siedtibn operation occurs. Be-
tween two memory-serialization operations, the systenenasrives in a single global
state that can be seen uniformly by all processors. Hensegiins impossible to use
time stamps of a global clock to serialize the events ocegretween two memory-
serialization operations. Moreover, using a global cloayraubstantially alter the be-
havior being tested by introducing unwanted synchrorératithen the clock itself is a
shared resource.

Another attempt to reconstruct a linearization from theesbastions would be to
keep a centralized log of events [15]. In this scheme, eaehtagports its events to a
central, serialized log. Unfortunately, such a log introglsiadditional synchronization
in multi-threaded programs because the very operation ifwyrinto the log by each
thread requires locking and unlocking the log. This add#iosynchronization could
affect the possible behavior of the system and could eliteioartain errors. In other
words, the instrumentation of the system would itself pr¢\some invalid behaviors
from occurring. Undetected errors would occur once theesgss no longer in “testing
mode”.

Our solution relies on additional assumptions about thdeémpntation and instru-
ments the implementation in such a way that the order in wioicks are used becomes
observable. We use a program called multiplexer that takdtsdanput sequences of
events (with lock events included) of each agent and melgeswtent sequences into a
single sequence that preserves the order of lock eventshve that if all the shared
resources in the implementation are protected by locksttieemerged event sequence
is a valid linearization.

In 1978, Lamport described the inadequacy of using fulljusadial time as a way
to understand the runs of distributed systems [14]. His tdation of partially ordered
distributed runs is consistent with the view presentedigmghper, and like Lamport we
use incrementing counters as a way to encode ordering eamtstrHowever, the algo-
rithm he presented focuses more on runtime synchronizétoexample, as a way to
solve the mutual exclusion problem), whereas our algoréissumes proper synchro-
nization in the concurrent system under test and validégdsehavior with respect to a
serial model of evolving system state.

The rest of the paper is organized as follows. Preliminaiegrovided in Section
2. In Section 3, we formalize threads, shared resourcesahkd.| Then, we describe
the multiplexer formally in Section 4. The instrumentat@iock events is realized by
extending the events with usage counts that indicate ther aravhich a lock is used by
agents. We show that by using the multiplexer, the beha¥@naulti-threaded program
can be given a consistent serial interpretation. In Sedjone outline the algorithm



underlying the multiplexer and mention its application iecfon 6. Conclusions and
discussions of future work are provided in Section 7.

2 Preliminaries

We use labeled transition systems (LTS) to describe thevi@haf multi-threaded
programs. A labeled transition systdithas the following components: a nonempty set
S of statesa nonempty subsét™ of S calledinitial states a set™ of external actions

a setyH of internal actions XH N X = (; atransition relations C S x (YU XH) x S.

L is denoted by the tuplés, S™ 5, X, ¥H). We sometimes index a component by
L, unlessL is clear from the context. Note that the sets of states aridrecimay be
infinite. Given a transitiom = (s, a, t) € ¢; s is thesourceof e, ¢ is thetargetof e, and

a is thelabelof e; if a € X thene is aninternaltransition. The set of actiorenabled

or definedin a states, denoted byEn(s), is the set of all labels of transitions whose
source iss:

En(s) = {a € YU XH|(3t € S)(s,a,t) € 6}.

A nonempty sequence of external actions is calledteace ofL in states; if there
existactionsiy, ..., a, € YUX" andstatesy, ..., sp41 € Ssuchthats;, a;, si11) €
0 for 1 < i < k anda is the projection ofi; - - - a;, onto the set’. We write Tr(s) to
denote the set of all traces @f in states; given X C S we write Tr(X) to denote
Usex Tr(s), and we writeTr(L) for Tr(s™™).

An LTS is deterministidf it has a single initial state, it has no internal transito
and it has no transitions with the same source and label btihdi targets. If an LTS
L is deterministic, it is convenient to view the transitiotaten as a partial function so
that, given an action that is enabled in a stated, (s, a) denotes the target of the tran-
sition in L whose source is and label isa. For any LTSL there exists a deterministic
LTS Det(L) such thaffr(L) = Tr(Det(L)).
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Fig. 2. Components of a system with two threads adding and delelémgests from a bag



Example 1.The state machines in Figure 2 are deterministic LTSs. Thegyaicompo-
nents of a multi-threaded program that adds and deleteelsrfiom a shared bag); .
For simplicity, the maximum capacity of the bag is restricte a single element here
but can easily be generalized to any number of elements. agéskempty in the initial
state and full in the other state. When empty, an element eaxdted to the bag, that
is denoted by the actioAddOK Intuitively this action represents a successful attempt
(method invocation) to add an element to the bag. The othiEme&ddFail represents
a failing attempt to add an element to the bag. Deleting aneté from the bag always
succeeds, even if there is nothing to delétg. models a lock that protects the bag;
it can be acquired (locked) and released (unlocked) by tloettweadsl; andTs. T
models a thread executing a functiddd After Addis called, the thread acquires the
lock K. It then either successfully adds an element or fails to addlament to the
bag. This nondeterminism is resolved by the state of the Wwagther it is full or not).
Finally, the lock is released and the behavior is repedtgthodels a thread that deletes
elements from the bag.

Parallel composition of LTSs formalizes the interactionsef/eral systems. In a
composition of two LTSs the two systems will synchronize bared external actions,
and asynchronously interleave all other actions. Let= (S;, S §;, ¥, £t and
Ly = (So, SMM 55, 55, X¥) be two LTSs such thab” N X; = (), The @arallel)
compositiorof L; andLy is an LTSL; || Ly = (S, ™, 6, X, X) where

_ Sinit — Silnit X Si2nit
- X=X U, S =sHy sy,

andS is the smallest set of states ahthe smallest transition relation such that

bl Sinit - Sg Sl X Sg,
—a€ X1 NYs, (s1,52) €5,(s1,a,t1) € 61,(52,a,t2) € 02 =
<ﬁ1,t2> S S, ((51, 32>,a, <t1,ﬁ2>) S (5,
—ac ZlHU(Zl *22)7 <57u> € Sa (Saavt) € 51 = <t7u> € Sv (<57u>aav <tau>)
—a€ XHU(Xy— X)), (u,s) €8, (s,a,t) € 5o = (u,t) €S, ({u,s),a, (u,t)) €46.

LetL = (S, S ¢, 5, ¥H) be an LTS. LetB C X. The LTS obtained binternal-
izingor hidingall the actions in3 is the LTSHide[B] (L) = (S, ™ 6, ¥~ B, XHuB).
It is often convenient to assume, without loss of generdlit there is a single internal
actionr, i.e., X' = {7}, since the distinction of internal actions is unimportanttie
definition of traces. We udeH[B](L) as a shorthand fdbet(Hide[B](L)).

Example 2.Consider the LTSs in Figure BH[X k., |(T1 || T2 || R1 || K1) is shown
in Figure 3, where¥x, = {Lockg, (T1), Unlocky, (T1), Lockg, (T%), Unlocky, (T%)}.
Usually lock events are considered to be internal, so thehigiden in the composition.

Similar to [12], we use aenamingoperator *' for the purpose of reusing the ex-
ternal actions of an LTS. The renaming operator is a bijectio actions. We lift the
operator to sets of actions: for an action detd’ = {da'|a € A}. Given an LTSL we
write L’ for the LTS where are all actions ihhave been renamed.
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Fig. 3. The composition of the LTSs in Figure 2. Gray unlabeled asroarrespond tBeleteOk
transitions

3 System modeling

We use LTSs to model multi-threaded programs. A thread isjaesdtial process mod-
eled as an LTS. Two threads atisjointif they do not share any actions. We consider a
fixed collectionThreadsof n pairwise disjoint thread®; for 1 < i < n.

A shared resourcés an LTS that models a state variable whose value is updated o
read by threads. We consider a fixed collect@sourcesf m pairwise disjoint shared
resources;, such that’r, € Urcrheads>r: for 1 < @ < m. For exampleR; in
Figure 2 is a shared resource.

Threads can communicate with each other through sharedrees)y but shared
resources do not communicate with each other.

A lock is a special type of shared resource that protects accessedonghared re-
sources. We model a lodK as a resource shared among the threads as follows.

Sk = ({locked¢} x Thread$ U {unlockeq },
St — funlocked },
Yr = {Lockg (T')|T € Threadg U {Unlockx (T)|T € Threadg,
0x = {(unlockedk, Locky (T), (lockeds, T))|T € Thread$ U
{({lockedk, T"), Unlockx (T'), unlocked )|T" € Threads.

We consider a fixed collectionocksof [ pairwise disjoint lockds; for 1 < i < [. For
example /& in Figure 2 is a lock.

This notion of locks does not allow a lock being acquired ntbe: once without
being released first. In some programming languages, suck,asthread can acquire
a lock more than once, but it has to release the lock for theesammber of times
before other threads can acquire the lock. The locks as dedibeve are adequate for
the purposes of this paper.

In the following, we use thread to refer to any program thr€aabove and we use
shared resource only to refer to a shared resource that &look.

Program threads, shared resources, and locks constituteuléi-threaded pro-
gram P = (ThreadsResourced ockg. Thebehaviorof P is described by the com-
position of the components denoted ByP). We hideLockandUnlockactions in the
composition, because they occur usually below the levebsfraction that is desired
when viewing the composition, i.e. the lock events are nas@ered in the model.

def

B(P) = DH[Uiy Zr J(Iiey T Iy R iz K3).



Example 3.Consider the componentsin Figure 2 andet= ({11, T}, {R1}, {K1}).
Figure 3 showsB(P;). A practical concern when observing the behavior of such a
system is to guarantee that the causal order of events isrpegk Since two threads
are executing independently, it may happen for exampleAddfail is observed af-
ter DeleteOK resulting in an observed sequerfadd, AddOK Add Delete DeleteOK
AddFail that is not a trace oP;, while in reality the tracAdd AddOK Add, Delete
AddFail, DeleteOKhappened.

The situation described in Example 3 can be formalized Withhelp of queues.
Since threads are sequential processes, events from thetheead can be observed
by a tester in the order they occur. Events from differergads could, however, have
races. An event occurring earlier in one thread can be obdexfter an event occurring
later in another thread. Recording of events can be foredkzs buffering of events in
thread-wise queues. Events are consumed in a random codetife queues by a tester.
One can define queues similarly to those in [12], to model tleeeof communication
delay between the thread and the tester.

An event queuor a thread records events in the order produced by thedtaed
makes those events readable in FIFO order. Formally, gitereadl” € ThreadsQr
is the following LTS:

St = {2},
SQT = (ET)*a
Yo, =2XrU(Zr),
Sor = {(a,d',aa)|a,aa € Sg, } U{(aa,a,a)|a,aa € S, }-
Intuitively, a transition whose label is the renamed actiboorresponds to recording
the event: in the queue, and a transition whose label orresponds to removing the

recorded event from the queue. Figure 4 illustrates an event queue of adhséth a
single event.

a a a
a a a

Fig. 4. An event queue for a thread with a single event

The queued behavior of a threddcan be described by composifig with Qr,
hiding the shared actions, and making the result detertigni®. the queued behavior
isDH[ZZ (T || Q7). Unsurprisingly,Tr(T) = Tr(DH[X.|(T" | Q1)) because events
from the same thread are observed in the order they occur.

Let T, R, K andQ denote the parallel compositions of threads, resourceks)o
and queues respectively. For the progrBras above, the external behaviordfcom-
posed with queues gives rise to tipgeued behaviof) (P) of P,

Q(P) €' DH[Z4](B(P)' || Q) = DH[S4](DH[ZK](T | R | K)' || Q).



The set of traces of)(P) corresponds to the set of traces that may be observed by
a tester. The séfr(Q(P)) is a superset ofr(B(P)), so a tester might observe some
traces not in the original behavior of the program.

Example 4.In Figure 3,Add AddOK Add Delete AddFail DeleteQ¢a trace ofB(P;)
for the programP; = ({14, 1>}, {R1}, {K1}) in Figure 2. This trace, however, could
correspond to the following trace @(P;): Add AddOK Add Delete DeleteOK AddFail
which is not inB(P;), as pointed out in Example 3.

4  Multiplexer

As described above, in order to avoid possible discreparmetveen the observed and
the actual behavior of a multi-threaded program, we use dipfexer to create a lin-
earization of the observed events. To this end, we instrtitheads and locks to keep
track of lock events with lock-wise counts, calledage countsThe usage count of a
lock indicates the number of times the lock has been usednwWiegemultiplexer reads
events that have been logged in the queues, it keeps trabk oskge counts and does
not read a lock entry from a queue unless that entry has theceegbusage count.

A lock K with a usage count is unlocked when the usage count is an ewveher;
itis locked otherwise. Initially the usage counbiand K is unlocked. We model a lock
K with a usage count as the following LTS:

Sk = ({unlockedc } x N®®" U ({lockedy } x Threadsx N°I¢),
St — {(unlocked,0)},
Yk = {Lockg (T,4)|T € Threadsi € N**"} U
{Unlockg (T',4)|T € Threadsi € N°9},
dx = {({unlocked, i), Lockk (T’ %), (lockeds, T, + 1))|T € Threadsi € N**" U
{({lockedy, T, ), Unlockg (T 4), (unlocked, i + 1))|T" € Threadsi € N°%},

In order to observe the usage counts in traces, the usagéscaenmade an explicit
part of the lock transition labels.

Example 5.Figure 5 shows the two thread$ and7; and the lockK; from Figure 2
extended with usage counts.

Given P, T, R, K andQ as above, the queued behavior of the program with lock
events visible is described by the LB} P),
def
S(P) EDH[Z](T | R | K)' | Q)
The multiplexer communicates withi(P) by reading events from the queues. Lock
events are used to create a linearization of all the othantsvfeom different queues

that respects the causal order of the events. If the firstt@wem event queue is a lock
event, then the multiplexer checks whether its usage ceuhei expected one. If yes,
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Fig. 5. Threadsls andT» and lockK; from Figure 2 extended with usage counts

then it deletes this event from the queue and increases peeed usage count of the
lock; otherwise, it leaves the queue intact. If the first éveran event queue is not a
lock event, which means that the event can be executed withialating the ordering
constraint, the multiplexer can simply remove the eventftbe queue and puts it in
the output queue read by the tester.

Formally, the multiplexeM is an LTS obtained from the compositi@a of locks
with usage counts by adding self-loops for all non-lockintians:

Si]\r}[it _ Si}r&it
Sy = Sk,
Xu =2,

oy = Ok U {(s,a,s)|a e Xy — Xk, € SM}

Themultiplexed behavio/ (P) of P is the composition of the queued behaviorfof
with the multiplexer where locking actions are hidden,
M(P) E'DH[Z](S(P) || M).

With the help of the multiplexer, we want to ensure that thdtiplexed behavior

M(P) is the same as the behaviorBf i.e., Tr(B(P)) = Tr(M(P)). In general, this
is only true if shared resources are properly protected tislo

AddOK
Delete

T3 —0 O Ty —>

DeleteOK
AddFail eleteO

Fig. 6. ThreadsT; andT> from Figure 2 after removal of lock events



Example 6.Assume for a moment that the thredfisand7: in Figure 2 do not use
locks. In Figure 6, we show the threads without lock eventthesadsls and 7y, re-
spectively. The behavidB(P;) of the programP, = ({T5, T4}, {R1}, {K1}) with Ry

as in Figure 2 andy; as in Figure 5, happens to be the same as the LTS in Figure 3.
It is easy to see thdlr(B(P:)) # Tr(M(P:)) because the shared resoufRgeis not
protected by a lock.

One can see that if an evemtof one thread, sa¥;, must precede an evehtof
another thread, sdk, in B(P), then there must be lock events betweeandb that
effectively enforce this order. Since a lock has to be relddy a thread before it can be
acquired by another, if there are lock events betweandb in that order, there must be
anUnlockevent fromI; before a_ockevent fromis. It is intuitively clear that we only
need to protect events of shared resources (e.g. threatlelaents need no protection).

Let P be as above. We say that is lock-protectedif every shared resourci
is associated with a lock'r and for every tracexa3 € Tr(P) and threadl’, where
a € Xp N Xy, there is dLock eventLocky,, (T, k) in « and a correspondingnlock
eventUnlocky . (T, k + 1) in 8 for somek. In other words P is lock-protected if there
is a lock for each shared resource that assures exclusiessate that resource one
thread at a time.

The following theorem shows that the multiplexer can cdfye®order events of
lock-protected programs.

Theorem 1. Given programP, if P is lock-protected then TB(P)) = Tr(M (P)).

Proof (outline).We show first thalr(S(P) || M) C Tr(T || R || K). Consider a trace
a of S(P) || M. From the construction of (P) it follows that all events of a given
thread appear in the correct orderdiras renamed events. The events from queues are
merged arbitrarily in5(P) so causal ordering constraints between events from differe
threads is not preserved. However, composition wittand the assumption d? being
lock-protected excludes illegal interleavings of the qeeesio that is again a possible
trace of Tr(T | R || K).

To see thaflr(T | R || K) C Tr(S(P) || M) consider a trace = biby--- €
Tr(T || R || K). There is the particular tradéb,bsbs--- € Tr((T || R || K) || Q)
corresponding to the special case when an event is remawexiqueue immediately
after it has been added to the queue, and thasTr(S(P)). Moreover, since the lock
event ordering is not violated i, u € Tr(S(P) || M).

FromTr(S(P) || M) =Tr(T || R | K) follows that

Tr(B(P)) = Tr(Hide[X](T | R || K))
= Tr(Hide[Zx|(S(P) | M)) = Tr(M(P)). O

5 Multiplexing algorithm

In this section we describe the multiplexing algorithm thatlerlies a multiplexer. To
make the description precise, we use the modeling language_42] as pseudo-code
to describe the algorithm.



The multiplexer reads events from input queues. Each queassociated with a
particular thread. The multiplexer merges the events inpossible linearization and
stores the merged sequence in a designated output queue.

type Queue
var i nQueues as Set of Queue
var out Queue as Queue

The elements in the queues are lock events and other ob&eexants, called up-
date events. Each lock event is associated with a given lodkaaisage count for that
lock. (Each lock event is further classified as either adgqgior releasing of the lock,
but this distinction is irrelevant for the purposes of thésdription.) The thread operat-
ing on the lock is implied by the input queue from which the tipléxer reads the lock
event.

type Lock
structure Event
case LockEvent
l ock as Lock
count as Integer
case Updat eEvent

We assume that one can perform the following operations omeaa} add a new
event at the end of the queue by invokiBgqueue; remove the first event by invoking
Dequeue; check if the queue is empty by invokingEnpt y; and get the first event
from the queue by invokingead.

cl ass Queue
| sEmpty() as Bool ean
Enqueue(event as Event)
Dequeue()
Head() as Event

The multiplexer keeps a map from locks to expected usagetsduitially, the map
is empty, so the expected usage count of each lock is $et to

| ocks as Map of Lock to Integer = {->}
Get LockCount (1 ock as Lock) as |nteger
if lock notin |locks then return O
el se return | ocks(!l ock)
I ncrement LockCount (I ock as Lock)
if lock notin |ocks then |locks(lock) :=1
el se |l ocks(lock) := locks(lock) + 1

The main part of the algorithm is described by the followinkiles loop. A non-
empty input queue of events is chosen randomly. If the firghkis a lock event with
a matching expected usage count, then the event is remowedtfre queue and the
expected usage count is incremented. If the event is an@pgant it is removed from
the input queue and appended at the end of the output queara.the point of view
of external behavior, lock events are internal and are fhererot added to the output
queue but are used solely for the purposes of ordering thategsents.



while true
choose queue in i nQueues where not queue. | sEnmpty()
l et e = queue. Head()
if eis LockEvent then
if e.count = GetlLockCount(e.lock) then
queue. Dequeue()
I ncrement LockCount (e)
el se
skip
el se
queue. Dequeue()
out Queue. Enqueue( e)

This description of the algorithm is simplified. The actuapiementation of the
multiplexer is itself multi-threaded, where the input qasumay be updated while the
multiplexer is running. Moreover, the number of input quea®y grow or shrink dy-
namically as the number of threads changes.

a Lockx (T1,0) b Unlockg (T4,1)
n —e @ 0= L

~
~
~)

o

~ <
~
~

T L L =@ @
d Lockx (12,2)  f Unlockk (T2, 3)

®

Fig. 7. A run of the threads in Figure 1

Example 7.Figure 7 shows a possible run of the system in Figure 1. Thateses
quence of thread’ is (a, Lockg(T%,0), b, Unlockg(T1,1), ¢), and the event se-
quence of thready is (d, e, Lockk(T3,2), f, Unlockk (1%, 3)). The partial order of
update events in the runs of the two threads depends on tdeotder of lock events
associated with loclk. The solid arrow indicates thatnlock (77, 1) happens before
Locky (T3, 2). Consequently, evehtmust precede everft as indicated with the dashed
arrow. A possible event sequence produced by the multipiexéeb f c. Notice that
with the multiplexer, a tester always observes evdmtfore evenyf since the order of
update events is restrained by the order of lock events.

6 Application

The multiplexer is used together with the Spec Explorer fookystem-level confor-
mance testing of multi-threaded and distributed systenisuked by several Microsoft
product groups that test highly concurrent subsystemsedbitthcoming version of the
Windows operating system. The Spec Explorer tool is briediscdibed in [8]. The tool
is available from [1]. The threads or processes of the sysigaer test produce thread-
based event logs. These logs are serialized by the mukdpieto a single event trace.



The trace is fed into a conformance checking engine thatikshebether the observed
trace is valid with respect to a given specification or motlee model is described by
a model program written in AsmL [9] or Spec# [3]. The use of adelgprogram as a
behavioral specification is explained in [4, 16]. The forro@hformance relation that
is checked between the model and the system under test isatio@of alternating
refinement of interface automata [6, 7]. An event trace iwgikas a particular run of a
game between two players: a tester (or testing tool) andtarsysnder test. In this set-
ting, the role of the multiplexer is to produce a serial viéithe moves of the system,
viewed as a single player, as a response to a move of the tester

7 Conclusion

In this paper we considered model-based testing of muidiattted programs with a
single, sequential tester. Such a tester requires a lirexhriiew of all the events that
occurred in a given test run. We proposed a method for reimglef events from mul-
tiple threads so that partial order constraints concertuicks are not violated.

Our method requires some instrumentation of the prograrhatathe partial order
of lock events is used to help to reorder other events. We tassume the existence
of a globally visible clock, and our approach does not cradtitional synchronization
between threads. In this sense, our method tries to avoigringpact on the system per-
formance. We validated our approach, by modeling mulgdlled programs in terms
of LTS, and formulated a sufficient condition in terms of ladage.

Based on the assumption of lock-protection, our methodresshe soundness of
a tester using the multiplexer. If a correct implementai®fock-protected, which is
usually the case, the multiplexer can correctly reconsthe events from the imple-
mentation, and the latter does not fail a test case derived the model. On the other
hand, if an implementation is correct but not lock-protdcigossibly due to perfor-
mance considerations, then the multiplexer can still pcedsiome traces not belonging
to the system. In this case, the correct implementation tiégla test.

The multiplexer is used together with the Spec Explorer toosystem-level con-
formance testing of multi-threaded and distributed systditnis used by several Mi-
crosoft product groups that test highly concurrent sulesystof the forthcoming ver-
sion of the Windows operating system.

As to the future work, we would like to extend our method toesthpplications
where events have partial order constraints. For exampb®rmmunicating systems, a
send event precedes the corresponding receive event andestg@recedes the corre-
sponding acknowledgment.

Also, the lock-protection condition looks a little too sigient. It could be relaxed
by requiring lock-protection only when two events of a slaresources executed by
different threads are totally ordered.

Moreover, the multiplexer could be extended to detect gikaeficiencies of mul-
tithreaded programs, such as anti-patterns related tchsynization abuse and dead-
lock [10].
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