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Abstract. In this paper, we define a formal approach for translating internal
tests derived for a component embedded within a modular system into external
tests defined over the external observable alphabets of the system. The system
is represented as two communicating complete deterministic finite state
machines, an embedded component machine to be tested and a context machine
that represents the remaining part of the system. The context is assumed to be
fault free and the interactions between the component machines are observable.
When an internal test can not be translated in the given context, we demonstrate
how another test with the guaranteed fault detection power could be determined
(if such a test exists) that can be translated in the given context.

1. Introduction

The problem of testing in context is about testing a component embedded within a
modular system that is usually represented as two communicating machines, an
embedded component machine and a context machine that models the remaining part
of the system and is assumed to be correctly implemented.

A number of test derivation methods have been proposed for testing in context
[5,6,7,9,10] when the system components are modeled as Finite State Machines
(FSMs). Some of these methods derive test suites with the guaranteed fault coverage
directly from the embedded component [7,9,10]. However, such tests are generated in
the form of input/output sequences defined over the input/output alphabets of the
embedded machine. These tests have then to be translated into external tests defined
over the external observable alphabets of the overall system. The problem of
translating internal tests into external ones is known as the fault propagation or test
translation problem. Different approaches for solving the translation problem for the
case when the internal interactions between the component machines are
unobservable are given in [2,7].

In this paper, we formally define and solve the test translation problem for the
case when the interactions between the component FSMs are observable. Given an
internal test for the embedded component, we present necessary and sufficient
conditions for this test to be translated in the given context and show how to translate
internal tests into external tests with the same fault detection power (if it is possible).
When internal interactions are observable an external test that is a translation of an
internal test has the same fault detection power as an internal test, i.e., it detects every
faulty implementation of the embedded component that is detectable by the internal
test in isolation. If an internal test cannot be translated within the given context, we



derive (when possible) another internal test with the same fault detection power that
can be translated within the given context. For this purpose, a so-called observable
equivalent of the embedded component is derived. The notion of the observable
equivalent is close to the notion of the embedded equivalent in [10]. However, in that
work, the observable equivalent is derived under the assumption that the internal
channels are not observable; in fact, in this paper, the observable equivalent refines a
so-called conforming part of the embedded component [10] by restricting it to internal
alphabets. Any internal test case derived from the observable equivalent can be
translated in the given context.

The paper is organized as follows. Section 2 contains definitions of IOTS, FSM,
and other preliminaries. Section 3 includes a formal definition and a method for test
translation with simple application examples. Section 4 presents a method for
deriving, when possible, internal test suites with the guaranteed fault coverage that
can be translated in the given context. Section 5 concludes the paper.

2. Preliminaries

2.1 Input Output Transition Systems and Finite State Machines

We assume in this paper that components of a modular system are FSMs,
however, we find it more convenient to compose state machines by encoding them
into IOTSs.

An Input/Output Transition System is a quintuple 4 = (S, I, O, A4, so), Where S'is a
finite nonempty set of states with the initial state so, 7/ U O is an alphabet of input and
output actions such that I n 0=, and 4, = Sx (1w O U {1}) x S is a transition
relation, where t ¢ 7 U O is the internal action. We say that there is a transition from
a state s to a state s’ labeled with an action v € (I U O U {r}) if and only if the triple
(s, v, s') is in the transition relation 4.

For IOTS 4 =<8, I, O, A4, so>, We use init(s) to denote the set of actions enabled
instates € S, i.e., init(s) ={a e VO U {})|3s'e S((s, a, s) € A4)}. We use in(s)
c init(s) (out(s) < init(s)) to denote input (output) actions in state s. State s € S is
called stable or quiescent if no output or internal actions are enabled in s: init(s) N (O
w {1}) = . Otherwise, s is called unstable.

State s € S with no action enabled, i.e., init(s) = &, is called a deadlock state.
IOTS A deadlocks if there is a deadlock state reachable from the initial state. An
IOTS is deterministic if it contains no internal action and the transition relation is a
function, i.e., (s, @, s1), (s, a, s2) € A4 fora e I'U O implies s; = s,.

As usual, the transition relation A, of the IOTS 4 is extended to sequences over
the alphabet V. These sequences are usually called traces of the IOTS 4. Given a state
s of the 10TS 4, the set of traces Tr(s) = {a e V" |3s;€ S ((s, @, 5)) € A} is called
the language generated at the state s. The language generated by the 0TS A at the
initial state is called the behavior of or language generated by the IOTS A, denoted by
Tr(4). As usual, given a language L over the alphabet V, the prefix closure (L)



contains each prefix of each sequence of L. The language is prefix closed if the
language and its prefix closure coincide. By definition, the language of an IOTS is
prefix closed.

Given a trace « over alphabet V, the U-restriction of a, written «ayy, is obtained by
deleting from « all symbols that belong to the set \U. Correspondingly, the U-
restriction of a set T of traces over alphabet V, written T, is the set of all sequences
ayy, o € T. Given an I0TS 4 =(S, I, O, A4, so) and U < I U O, the U-restriction A,y
of 4 is obtained by replacing actions in (I U O)\U with the internal action zand by
determinizing [3] the resulting IOTS.

Let 4=¢(S, 1, O, A4, 50y and B =(Q, I, O, A3, qo) be two I0TSs, state s of IOTS 4
and state ¢ of I0TS B are (trace) equivalent, if Tr(s) = Tr(g). I0TSs 4 and B are
(trace) equivalent if Tr(A) = Tr(B).

A finite state machine (FSM) is a 7-tuple M = (S, I, O, Dy, Ay, Aupy So), Where S'is
a finite nonempty set of states with the initial state so, 7 and O are input and output
alphabets, D), = S x I is the specification domain and 4, Dy, — S and Ay Dy — O
are the next state and the output functions. FSM M is called complete if Dy, =S x I; in
this case, D), can be omitted, i.e., a complete FSM is a 6-tuple M =(S, I, O, Ay,
Aup, o). If M is not complete then it is partial. In usual way, the next state and output
functions are extended to input sequences. Given state s and input sequence i;...i,
A, i1...0;) = 8" while Ay(s, iy...0;) = o1...0; if and only if there exist states s/, ...,
Sger’ such that s = s, sied” = 87, and Ay(s/, i;) = ;41" While Ay(s/, i) = o; for eachj = 1,
..., k. In this case, the sequence iy0; ... i;o; is called an /0 sequence at state s. The set
of all 1/0 sequences at the initial state of M is the language of FSM M. Each FSM can
be represented as a deterministic IOTS with the same language by unfolding each
transition [10].

We say that an IOTS has an FSM behavior if the 10TS is deterministic, has non-
empty input and output sets, inputs are enabled only at stable states, and stable and
unstable states alternate, i.e., for every stable state s and input a € in(s), (s, a, s") € A4
implies that s’ is an unstable state and for every unstable state s and output a € out(s),
(s, a,s") € A, implies that s’ is a stable state while the initial state is stable. If all input
actions are enabled at every stable state, we say that the IOTS has a behavior of a
complete FSM. If each input is followed by a single output, i.e., |out(s)] = 1 for each
unstable state s, we say that the IOTS has a behavior of a deterministic FSM.

2.2 Parallel Composition of IOTSs

To compose complete FSMs we consider their IOTS counterparts. The joint
behavior of & deterministic 10TSs 4; = <S8}, I;, 0, 4;, s;5>,j = 1, ..., k, is described by
the parallel composition of IOTSs. The parallel composition ||4; (written also as A4, ||
Ay ... || 4x) isthe IOTS <R, YI\Y O;, Y O;, A, s10...5410>, Where the set of states R
xS; and the transition relation A are the smallest sets obtained by applying the
following inference rules:

e 51050 € R;

o given (sp..sp) € R, (s1"..5x) e xS;anda € YL U Y Oy, (s1...5% a, s1'..5:) €
A, if foreachj € {1, ..., k} it holds that

ifa el L0 then (s, a,s) e Aandifa e ;U O;thens/ = s,



Sometimes we need to hide some actions that are not observable in the resulting
composition. This is achieved using the U-restriction defined above. In particular,

given asubset / = Y/\Y O, and a subset O of the set Y O;, 1 U O = &, (||4))1100 1S
obtained by restricting the IOTS ||4; to the alphabet 7 U O.
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Fig. 1. Parallel Composition of the IOTSs Context and Emb.

In this paper, we consider a system of two complete deterministic FSMs, each of
which is represented as an I0TS. The system consists of the context I0TS Context =
(S, I UV, 0V U, Acow soy and the embedded 10TS Emb = (Q, U, V, Agus, qo), 8S
shown in Figure 1. The alphabets 7 and O represent the external inputs and outputs of
the system, while the alphabets 7 and U represent the internal interactions between
the two 10TSs. As usual, for the sake of simplicity, we assume that the sets 7, O, V, U
are pair-wise disjoint. We also assume that the composition works in a slow
environment, i.e., an external input can be applied to the composition after the latter
has produced an external output to a previous external input. A behavior of such an
environment can be represented by the IOTS MAX = ({po, p1}, 1, O, Astar Poy, Vi€ 1
(pO; I pl) € /IMLL’( and Vo e O (pl’ pro) € /Ich-

Therefore, the behavior of Context and Emb in the slow environment can be
described by the parallel composition MAX || Context || Emb. We note that the IOTS
MAX || Context || Emb does not have an FSM behavior. The reason is that the input set
is empty. The following proposition states how the language of the 10TS Context ||
Emb is constrained by a slow environment.

Proposition 1. The language of the IOTS MAX || Context || Emb is a subset of the
prefix closure of the language (Z(UV)*O)*.

Proposition 1 states that when an environment is slow, the component machines
can execute a sequence of the set (UV)* before an external output is produced by the
context in response to external input i € 7 received from the environment. Only after
the context has produced an external output to a previous input, a next external input
can be applied to the context.



3. Fault Propagation

3.1 Test Definitions

Definition 1. Given a specification IOTS 4 =(S, I, O, 1,4, so), a test case (test) is a
non-empty sequence over alphabet 7 U O. A test ab is said to be reduced (w.r.t. the
given specification A) if « is the longest prefix of ab that is a trace of the
specification.

Given an 10TS specification 4, the set of all possible implementations of 4 that
are 10TSs over the alphabet 7 U O, is called the fault domain of 4, denoted by 3(4).
When 4 is clear from the context, we use the notation J instead of 3(4). The fault
domain includes both, conforming and nonconforming implementations, where the
trace equivalence of 10TSs is the conformance relation. Thus, a fault to be detected
by a test occurs when an implementation IOTS has a trace that is not a valid trace of
the specification IOTS. To be more specific, such invalid trace has always an output
as its last symbol. This is true for any 10TS that encodes a complete FSM, as well as
for an 10TS that describes the composition of such IOTSs. It is not difficult to
demonstrate that for this class of I0TSs either only all input actions are enabled or
only output actions are enabled in each state, i.e., either init(s) = I or init(s) < O for all
s € S. Thus, traces of specification and implementation (deterministic) I0TSs may
only differ on outputs and not on inputs.

Definition 2. Given the specification IOTS 4, an implementation IOTS B € Jthat
is not trace equivalent to 4, and a test «, we say that « detects B if there exists a prefix
of athat is a trace of the implementation IOTS B and not of 4.

Given the specification 10TS 4, the set J of implementation 10TSs over the
alphabet 7 U O, and a test «, 3, <J denotes the subset of implementations that are
detected by . The set 3, can be empty, it is the case when, for example, « is a trace
of the specification.

Definition 3. A test suite is a finite set of tests. An implementation IOTS B € J
that is not trace equivalent to 4 is said to be detected by a test suite if the test suite has
a test that detects B.

If a test suite 7S = {a, ..., o} and Ty < T denotes the subset of implementations

that are detected by 7S then Iy = Sal

Given a test « over the alphabet 7 U O, we derive a tree I0TS 0TS, = <T, I, O,
A, &>, where T is the prefix closure of « with the empty sequence ¢ as the initial state.
Given a proper prefix gof aand symbol a € 71U O, (B, a, pa) € A if fa is a prefix of
a. By definition, state « is a deadlock state.

Given a test suite 7S consisting of test cases «, ..., a; over the alphabet 7 U O, a

tree 10TS [OTSys is determined by first deriving the union of the 10TSs IOTSal,
10TS,, . ... I0TS,, [HoUI79] and then determinizing the obtained IOTS.

Definition 4. Given the specification IOTS 4 and a set 5' < J of implementation
IOTSs over alphabets 7 U O, let TS be a test suite. The test suite 7S is exhaustive in
T, if the test suite detects each B € J"' that is not trace equivalent to 4.

~
Vv,



Given a test case oy that is not reduced and B € J,,, in order to detect B we can
use the shortest prefix « of aythat is not a trace of the specification 4. In other words,
in order to detect all possible faulty implementations of the fault domain 5, it is
sufficient to use the reduced test ¢, i.e., the following statement holds.

Proposition 2. Given the specification 10TS 4, let « and «y be test cases such
that « is not a trace of the specification 4. The set of implementation 10TSs that are
detected by ay coincides with the set of those implementations that are detected by ¢,
i.e., 3,=3,

Given a test suite exhaustive in 3 ', we can reduce the length of this test suite by
deleting every test that is a trace of the specification and replacing each remaining
non-reduced test with its shortest prefix that is not a trace of the specification.
According to Proposition 2, the resulting test suite is also exhaustive in 3 '.

I
TESTER | ™ Context
o)

U b

Fig. 2. Test architecture

3.2 Test Architecture

We consider the composition of 10TSs Context and Emb with the I0TS TESTER,
and assume that during testing all actions can be observed (Figure 2). In this case, the
closed system is the parallel composition TESTER || Context || Emb with the output set
ITvouvUuU/.

As usual, we assume that the Context component is fault free and only an
implementation of the embedded component may be faulty. Moreover, we assume
that each possibly faulty implementation is a complete deterministic FSM with a
restricted number of states represented as an IOTS and denote J(Emb) the fault
domain of Emb, i.e., J(Emb) is the set of 10TSs that represent all possible Emb
implementations. Thus, a fault domain of the system MAX || Context || Emb is F(Con-
Emb) = {MAX || Context || Imp : Imp € F(Emb)}. Given Imp € F(Emb), Imp is said to
be a conforming (in the given context) implementation of Emb if 10TSs MAX ||
Context || Imp and MAX || Context || Emb are trace equivalent. Otherwise, Imp is a
nonconforming implementation. Not every implementation of the embedded
component that is not trace equivalent to Emb and thus, can be detected in isolation, is
a nonconforming implementation in context [10]. As an example, consider the
specification Emb and the faulty implementation /mp; shown in Figures 3a and 3b,
respectively. The context IOTS is shown in Figure 4. The composition MAX || Context
|| Zmpy is trace equivalent to the MAX || Context || Emb. Therefore, the fact that the
implementation Imp; is not trace equivalent to Emb cannot be established within the
given context.



a. Emb b. 1mp;

Fig. 3. Specification Emb and a faulty implementation Imp;

Fig. 4. Context IOTS

According to the above test architecture, during the testing process a tester applies
actions of the set 7 to the external input of Context and draws a conclusion whether an
implementation /mp of the embedded component conforms to its specification by
observing the outputs over the set O U U U V. Thus, traces of a tester are defined over
the alphabet 7w O U U U V. Since we are interested in the system of communicating
IOTSs Context and Imp that work in a slow environment, the tester has also to be
slow, i.e., the tester can apply the next symbol i € 7 only after it has obtained, from
Context, an external output o € O to the previously applied input of the set 7. We call
such tester a slow tester and according to Proposition 1, a slow tester executes traces
in the set ({(UV)*O)*. Each trace of a tester is called an external test (case). In fact, a
tester is a tree 10TS derived from an external test suite. As usual, an external test
suite is a finite set of external tests. Following Definitions 2 and 3, an external test
detects each implementation system MAX || Context || Imp of the set 5(Con-Emb) if
some prefix of the external test is a trace of MAX || Context || Imp, but not a trace of




the composition MAX || Context || Emb. In this case, the tester detects a fault that
makes Imp nonconforming. Otherwise, i.e., when the external test is a trace of MAX ||
Context | Emb, the implementation Imp has no faults that can be detected by this test.

3.3. Problem Definition

Given the embedded component Emb over input alphabet U and output alphabet
V, an internal test (case) is a trace over the alphabet U L V. Since the IOTS Emb has
an FSM behavior, an internal test is a non-empty sequence of the language (UV)*.
Correspondingly, an internal test suite is a finite set of internal tests.

When the implementation is tested through the context, the internal inputs of the
embedded component are not directly controllable; except for the context of FIFO
queues [4,11]. For other types of contexts, internal tests have to be translated to
external tests.

Given an internal test InTest, let J;,r..(Emb) < J(Emb) denote the set of possible
faulty implementations of the embedded component Emb that can be detected by
InTest when testing the IOTS Emb in isolation. Naturally, it makes sense to consider
internal tests which detect at least one nonconforming implementation, i.e., tests
which belong to the set (UV)*\Tr(Emb). We first introduce the notion that relates fault
detection capability of internal and external tests.

Definition 5. Given InTest € (UV)*\Tr(Emb), an external test ExtTest has the
same fault detection power as InTest if ExtTest detects each implementation system
MAX || Context || Imp, where Imp € 3j,7..(Emb). Similarly, given an internal test suite
InTS < (UV)X\Tr(Emb), an external test suite ExtTS has the same fault detection
power as InTS, if ExtTS detects each implementation system MAX || Context || Imp,
where Imp € 3j,rs5(Emb).

The problem of translating InTest is to determine an external test (if it exists) with
the same fault detection power, i.e., to determine an external test case that detects
each IOTS MAX || Context || Imp, where Imp € 3,7..(Emb). The problem is called the
test translation or the fault propagation problem [2,7].

In the rest of the paper, given an internal test suite, we propose a method of
translating (when possible) it into an external one with the same fault detection
power. Moreover, in Section 4, we propose methods for deriving internal test suites
with the guaranteed fault coverage that can be translated within the given context.

3.4. Translation of an internal test case

Given an internal test case InTest € (UV)*\Tr(Emb), let Imp € Ij,r..(Emb) be an
implementation that is detected by /nTest, i.e., Imp has a trace that is not a trace of the
embedded component Emb. Therefore, a tester, that induces InTest at the channels U
and ¥ in the composition TESTER || Context || Imp, will detect that Imp is a
nonconforming implementation. In other words, if the I0TS (TESTER || Context ||
Imp)yyoy has a trace InTest, then a tester detects the nonconforming implementation
Imp, and, thus, we have the following definition that relates internal and external tests.

Definition 6. Given InTest € (UV)*\Tr(Emb), an external test e {(({(UV)*O)*) is a



translation of InTest, denoted Transl(InTest), if the 10TS (JOTSt ansiness) || Context ||
10TS,7es))Luoy 1S trace equivalent to the IOTS IOTS;,r.s. Correspondingly, given an
internal test suite /nTS < (UV)*\Tr(Emb), an external test suite < (({(UV)*O)*) is a
translation of InTS, denoted Transi(InTS), if the (IOTSpamsimrs) || Context ||
10TS,1s)Luoy is trace equivalent to the 10TS [0TS),7s.

The following statement is implied immediately.

Proposition 3. Given InTS < (UV)*\Tr(Emb), an external test suite Transl(InTS)
detects each implementation system MAX || Context || Imp, Imp € Jp,r5(Emb), i.e.,
Transl(InTS) has the same fault detection power as InTS.

Due to Definition 6, in order to determine a translation of a given internal test
InTest we have to establish conditions under which the composition (TESTER ||
Context || Imp),yoy has the trace InTest. According to the definition of the parallel
composition, the following statement holds for traces of the composition (TESTER ||
Context || Imp)yoy-

Proposition 4. Given an internal test case InTest, the composition (TESTER ||
Context || Imp)yyoy has a trace InTest if and only if the IOTS Imp and the composition
(TESTER || Context),y_ have the trace InTest. Correspondingly, given an internal test
suite InTS, the set of traces of the composition (TESTER || Context || Imp)ivor
contains /nTS if and only if the set of traces of the IOTS /mp and of the composition
(TESTER || Context),yy contains the set InTS.

Here we note that not each internal case can be translated, as the context may
render it impossible. According to Proposition 4, the following sufficient and
necessary conditions can be established for the translation of an internal test in the
given context.

Let JOTS ™  denote the I0TS obtained from IOTS;,z.., by adding self-loops

InTest
labeled with all i e 7 (input) and o e O (output) at every non-deadlock state.

Theorem 1. Given a context Context and internal test InTest, the test InTest can
be translated in the context if and only if the IOTS (MAX || Context || IOT S res)Luoy 1S
trace equivalent to IOTS),r... Moreover, if the test InTest is reduced and can be
translated in the context then the set of traces with the (UUV)-restriction InTest that

take the 10TS MAX || Context || IOTS;  into a deadlock state coincides with the

set of all reduced translations of the test InTest.
In fact, the first statement of the theorem is a direct corollary to Proposition 4. In

the second statement of the theorem, we use /OTS Ii”}it instead of IOTS;,r., in the

composition, to force a tester to stop after the first unexpected output v of InTest is
produced by an implementation. Thus, each trace with the (UUV)-restriction InTest

that takes the 0TS MAX || Context || IOTS:™%  into a deadlock state is a reduced

InTest
external test if InTest is reduced. As the set of traces the IOTS MAX || Context has
each trace that can occur in the composition of the system Context || Imp, Imp €
J(Emb), with a slow tester, the set of all traces with the (UUV)-restriction InTest that

take the 10TS MAX || Context || IOTS;  into a deadlock state coincides with the

set of all reduced translations of the test InTest.
O



According to Theorem 1, each trace with the (UUV)-restriction InTest that takes
the 10TS MAX || Context || IOTS:"¢_ into a deadlock state has the same fault

InTest
detection power as the internal test /nTest and is a translation of InTest.

In general, the 10TS MAX || Context | IOTS:™%  has many traces that lead to a

InTest
deadlock state and have the (UuV)-restriction InTest. Each such trace can be selected
as a translation of InTest. However, we are interested in a shortest translation, i.e., in
the translation that is a reduced external test. According to Theorem 1, in order to
determine a shortest translation of InTest it is sufficient to find a shortest trace that

takes MAX || Context || IOTS;™  to a deadlock state and has the (U ¥)-restriction

InTest
InTest. Therefore, the problem of finding a shortest translation Transi(InTest) of
InTest can be solved by determining a shortest trace that takes the IOTS MAX ||

Context || IOTS; ., to a deadlock state and has InTest as its (UUV)-Testriction.

In our working example, consider the internal test u,v,. By direct inspection
(Figure 5), one can assure that the trace xjo.xju,v, is a translation of wu,v,. For the
internal test u,v,, we have two shortest translations xjo1xju,v, and xzoixiusv, (Figure
5).

Fig. 5. 10TS MAX || Context || 10Ts#S
upv)

3.5. Translation of an internal test suite

Since an internal test suite is a finite set, it can be translated by translating each of
its test cases separately, as described in the previous subsection. To reduce the length
of a resulting external test suite we have to select for each internal test InTest a
shortest translation of InTest.

However, all the tests of an internal test suite /nTS can be translated altogether.

Given IOTS;,rs, we denote IOTS;%% the 10TS obtained from IOTS,, s by adding

self-loops labeled with all i € 7and o e O at every non-deadlock state. According to



Theorem 1, the following statement holds.

Theorem 2. Given a context Context and an internal test suite /nTS, the test
suite InTS can be translated in the context, if and only if the IOTS (MAX || Context ||
10TS;,7s)Luov IS trace equivalent to IOTS;,rs. Moreover, if the test suite /nTS has only
reduced tests and can be translated in the context then the set of traces with the

(UuW)-restriction InTS that take the 10TS MAX || Context || IOTS;;‘}%; into a

deadlock state contains each set of reduced translations of the test suite InTS.
Due to Theorem 2, each subset of traces with the (U V)-restriction InTS that take

the 10TS MAX || Context || IOTS;™%  into a deadlock state has the same fault

InTest
detection power as the internal test suite /n7S and is a translation of InTS.

Here we note the resulting translation of InTS (i.e. an external test suite)
Transl(InTS) can have tests whose /-restrictions are prefixes of the same sequence
over the alphabet 7. According to our test architecture, for a tester it is sufficient to
apply to the context longest [I-restrictions of sequences of Transl(InTS). As an
example, consider the internal test suite {u,v,, uviu,vi}. One of its translations is an
external test suite {x,uovs, xousviusvi }. When executing the external test suite {x,u,v»,
Xouviupv } that is a translation of the internal test suite {u,v,, usviusvi} the tester has
to apply only the external input x, to the context and observe the obtained outputs.

4. Exhaustive External Test Suites

When an internal test suite cannot be translated throughout the given context,
there may still exist another internal test suite that detects the same set of faulty
implementations of Emb and can be translated in the given context. Therefore, given a
fault domain J(Emb), we would like to derive an internal test suite for Emb that can
be translated in the given context to obtain a translation exhaustive in the fault domain
I(Con-Emb).

As an example, consider a fault domain J(Emb) of Emb (Figure 3a) that contains
each 10TS with a behavior of a complete deterministic FSM with at most two states
and an exhaustive test suite for Emb w.r.t. the fault domain 3(Emb). Such a test suite
can be derived using the W-method [1,12] or its derivatives. The W-method provides
an exhaustive test suite £ = {uous, uguguy, uuous} as a set of input sequences over
alphabet U. In order to transform this set into an internal test suite /7S for the IOTS
Emb we proceed as follows. For each sequence u;...u; of the set E we determine a
corresponding trace wujvy...uv; of the embedded component Emb. Then, we append
each prefix uyvi..u;, j < k, of the trace uyvy...pv, With all possible wrong internal
outputs v € VP{v;} and include the resulting sequences into the internal test suite
InTS. In our example, we obtain InTS = {uyvy, usviugve, uivo, Urvii1Ve, UrViUVolisVa,
urviuavy, upvitpvourvo ), the I-restriction of this set is exactly the set E.

By direct inspection, one can assure that this test suite cannot be translated
through the given context. The reason is that, for example, an internal test case
upviugvy is not in the set of traces of the I0TS (MAX || Context),y r and thus, cannot
be executed in the given context.

Therefore, to derive an exhaustive internal test suite w.r.t. the above fault domain
J(Emb) that can be translated into an exhaustive external test suite w.r.t. the fault
domain 3(Con-Emb), we have to consider only the behavior of the embedded



component Emb for the sequences that can be executed in the given context. To this
end, we define an IOTS a so called observable equivalent of Emb, by removing from
it the sequences that cannot be executed with the given context.

Definition 7. Given 10TSs MAX, Context and Emb, the 10TS Egg,, is an
observable equivalent of Emb if Tr(Eqg,,) = Tr(Emb) N Tr((MAX || Context)iyoy).

Due to Definition 7 and Proposition 4, the observable equivalent Egg,, of an
embedded component Emb can be derived as follows: Eqg,, = (MAX || Context ||
Emb),yy. For our working example, the observable equivalent is shown in Figure 6.

Fig. 6. Observable equivalent 10TS Egg,,;

As a corollary to Theorem 2, the following statement holds.

Theorem 3. A reduced internal test uyv...uzv, € (UV)*\Tr(Emb) can be translated
in the given context if and only if the input sequence uy...u; is a trace of the U-
restriction of the 10TS Eqgp, i.€., us...uy € (MAX || Context || Emb)yy.

If a reduced internal test InTest can be translated in the given context then every
external translation of InTest has the same fault detection power as InTest
(Proposition 3). According to Theorem 3, a reduced internal test u;v;...u;v, can be
translated if the internal input sequence u;...u; is a trace of the U-restriction of the
IOTS Eqg,,. Therefore, the following two statements hold as corollaries to Theorem
3.

Corollary 2. Given a reduced internal test /nTest such that the U-restriction of
InTest is a trace of the IOTS (Egg.s)iu, the composition of the context and a faulty
implementation Imp € 3(Emb) is detected by the external test Transl(InTest) if and
only if Imp is detected by InTest.

Corollary 3. Given an internal test suite /nTS with reduced tests such that the U-
restriction of each test of /nTS is a trace of the IOTS (Egz..»). v, the composition of the
context and a faulty implementation Imp € 3(Emb) is detected by the external test
suite Transi-InTS if and only if Imp is detected by InTS.

There is a special case when Tr(Eqg,;) v = U*. This means that the context has a
behavior of a complete FSM and any internal test case can be translated.

Corollary 4. Given the observable equivalent Egg,,;, of the embedded component,
if Tr(Eqe.)iv = U* then each reduced internal test can be translated through the
given context.

Here we note that the notion of the observable equivalent is close to the notion of
the embedded equivalent in [10]. However, in that work, the observable equivalent is
derived under the assumption that the internal channels are not observable; in fact, the
construction refines a so-called conforming part of the embedded component Emb
restricting it to alphabets of Emb.

According to Corollary 3, internal test suites are derived from the specification of
the embedded component that has a behavior of a partial deterministic FSM. Then an



internal test suite for the embedded component can be derived, using the State
Counting (SC) method in [8], exhaustive w.r.t. the fault model <Spec, <, FD>, where
Spec is a partial FSM, < is the quasi-equivalence relation, called weak conformance in
[13], and FD is the set of all possible implementation FSMs with a restricted number
of states.

Applied to the partial FSM that is encoded as the 0TS Egg,., the SC-method
returns a set £ of internal (over the alphabet U) input sequences. In order to transform
this set into an internal test suite /n TS we again for each sequence u;...u; of the set E,
determine a corresponding trace uyv;...u;v; Of the embedded component Emb, append
each prefix uyvi..u;, j < k, of the trace uyvy...uv, With all possible wrong internal
outputs v € P{v;} and include the resulting sequences into the internal test suite
InTS.

Consider the observable equivalent 10TS Egqg,, of Emb in Figure 6. The IOTS
EqEnp has a behavior of a partial FSM with two states. If we consider the fault domain
SJ(Emb) of all IOTSs that have a behavior of a complete deterministic FSM with at
most two states, then we can derive, using the SC-method or the method in [13], the
test suite {ugvy, wiviuovy, uiviupvaunva, usva, uavilavo} €xhaustive w.rt. the fault
domain 3(Emb) and quasi-equivalence relation. The corresponding external tests are
{xau1va, Xourviuavy, X101X1UsV2, X101X1UsV101X1Uov2} @and according to Theorem 3, this
external test suite is exhaustive w.r.t. the fault domain 3(Con-Emb).

Another approach for test derivation from the embedded equivalent is mutant-based
testing. A mutant may model certain suspected faults, which have to be tested for
their presence. The approach is based on the enumeration of mutants of the embedded
component Emb and finding external tests that Kill these mutants. To this end, given a
mutant Imp € J(Emb), we consider the 10TS Imp || Eqg... We first note that the
observable equivalent Eqp,,; does not deadlock, since each IOTS Context and Emb
has a behavior of a complete FSM. Secondly, given Imp € J(Emb), Imp is not trace
equivalent to Emb if and only if the IOTS Imp || Emb deadlocks. If the 0TS Imp ||
Eqg. does not deadlock then the mutant IOTS Imp is a conforming implementation
of Emb. Otherwise, each trace of Imp such that its U-restriction takes the I0TS (Imp ||
Eqenp)lu to a deadlock state is an internal test that detects a faulty implementation
Imp and this internal test can be translated through the given context.

As an example, consider the faulty implementation /mp; (Figure 3b) of the
embedded component Emb (Figure 3a). The composition Imp; || Eqg.s is Similar to
the Eqg,., in Figure 6; only state labels are renamed 11, 22, 33, 44, and 55. Since the
composition Imp || Emb does not deadlock, the faulty implementation Zmp, cannot be
detected through the given context, and thus Imp; is a conforming implementation (in
the given context). As another example, consider the faulty implementation Imp,
which is similar to Imp; of Fig. 3b except that the transition connecting states 5 and 1
has the label v; instead of v,. The composition Imp, || Emb deadlocks after the trace
uyviu, and thus Imp, can be detected through the given context.

5 Conclusions

In this paper, we proposed an approach for translating internal tests derived for a
component embedded within a modular system into external tests of the system. The
system is represented as two complete deterministic communicating finite state



machines, an embedded component machine to be tested and a context machine that
represents the remaining part of the system. The context is assumed to be fault free
and the interactions between the component machines are observable. Also, in this
paper, we established necessary and sufficient conditions for an internal test (suite) to
be translated in the given context. If a test cannot be translated, we demonstrated
another test with the guaranteed fault detection power could be determined (if such a
test exists) that can be translated in the given context. In our future work, we intend to
generalize the fault translation approach elaborated in this paper for communicating
finite state machines to input output transition systems.
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