ANTIPATTERN TEMPLATE

We propose the following template to represent antipatterns of problematic situations in the
MT Java code. Each template provides information about a particular antipattern including
the definition (name, description, and category), an example of occurrence (when possible),
the re-factoring solution, potential conflicts of applying the solution, possible detection
technique(s), and some comments.

Name A concise definition of the problem.

Description The situations in which this problem could appear.

The effects it has on the code and the application.

Category Deadlock, Livelock, Race Condition, Efficiency problem, Quality and
Style Problem, Problem with unpredictable consequences.

Example If available, sample code where the problem is illustrated.

Detection How to detect the problem in the Java code. A high level description

of the proposed algorithm to be used in the detection process.

Re-Factoring | Solution: How to solve the problem once detected in the program.

Conflicts: Sometimes solving one problem of a certain class can
cause another problem of a different class. For example, Blob threads
and over synchronization.

Comments The source of this pattern.

Any comments that could be helpful in the detection or re-factoring.




ANTIPATTERNS

Some would argue that an antipattern library could never be completed. Actually, as long as
antipatterns is related to programming styles (which are not well defined themselves), one
may keep coming up with new additions to a library. Here, we present a library of
antipatterns that includes the antipatterns most commonly considered in the literature and by
analysis tools. We have included as much details as possible in the templates so that they
could be reused as documentation (help) in the tool environment.



2.1 Synchronized method call in cycle of lock graph

Name Synchronized method call in cycle of lock graph
Description The lock dependency graph is a graph whose nodes are classes and arcs
are the lock acquisitions between the classes. When a synchronized
method appears in a cycle of the lock dependency graph, it could
indicate that calling this method could lead to a deadlock in the
application.
Category Deadlock
Publi 1 A
Example { Object b = new B( )
Public synchronized void foo ( )
{ b.bar() }
public class B
{ Object b = new A( );
Public synchronized void bar ( )
{ a.foo() }
Class MyThread implements Runnable {
Run ()
a‘:’foo() ;
.}.
Detection 1. Compute the lock graph

2. Detect cycles in the lock graph
3. ldentify synchronized methods that make part of the cycles

Detectable by JLint.

Re-Factoring

Solution: Proper reordering of lock acquisition among the threads
involved in the deadlock.

Conflicts: Reordering the lock acquisition might lead to data races.

Comments

Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm

The detection results highly depend on the expressiveness of the
computed lock graph. Moreover, the presence of a cycle in the lock
graph is a necessary condition for deadlock, but not a sufficient one.
Therefore, there is high risk of numerous false positives.




2.2 Method call leads to a cycle in lock graph

Name Method call leads to a cycle in lock graph
Description When a cycle in the lock dependency graph is reachable from a method
call directly or through a chain in the call graph, the cycle could lead to
a deadlock. This antipattern is the result of bad synchronization between
threads of an application.
Category Deadlock.
bli 1
Example ?uobjl'gcg ;Si ﬁew B( );
Public synchronized void foo ( )
{ b.bar(); }
}
public class B
{ Object b = new A( );
Public synchronized void bar ( )
{ a.foo(); }
Class MyThread implements Runnable {
run ()
mgthod() ;
.}.
.. method () { .. a.foo () ;..}
Detection 1. Compute the lock graph
2. Compute the call graph
For each cycle in the lock graph, detect method calls that lead to the
cycle.
Re-Factoring Solution: Proper reordering of lock acquisition among threads involved
in the deadlock.
Conflicts: Reordering the lock acquisition might lead to data races.
Comments Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm
The detection results highly depend on the expressiveness of the
computed lock graph. Moreover, the presence of a cycle in the lock
graph is a necessary condition for deadlock, but not a sufficient one.
Therefore, there is high risk of numerous false positives.
Note: This antipattern can be seen as an extension of the "Synchronized
method call in cycle of lock graph™ antipattern.




2.3 Cross synchronization

Name

Cross synchronization

Description

One thread nests its synchronization blocks in an order contrary to that
of another thread vying for the same monitors, a deadlock can result.
Each thread is stuck at the point indicated by the deadlock comment and
is waiting for the release of the monitor that the other one already has.

Category

Deadlock.

Example

HashSet first = new HashSet();
HashSet second = new HashSet();
public void add(Object in) {
synchronized (first) {

synchronized (second) {
first.add(in);
second.add(out);
}
}

}
public void remove(Object out) {
synchronized (second) {
synchronized (first) {
first.remove(in);
second.remove(out);

Detection

1. Compute the lock dependency graph.
2. Detect the cycles in the lock dependency graph.
3. Identify the corresponding synchronized blocks.

Detectable by JLint.

Re-Factoring

Solution: Proper reordering of lock acquisition among the threads
involved in the deadlock.

Conflicts: Reordering the lock acquisition might lead to data races.

Comments

Source:
Http://www.zdnet.com.au/builder/program/java/story/0,2000034779,202
71828,00.htm

It may involve more than two threads and two synchronized objects.



http://www.zdnet.com.au/builder/program/java/story/0,2000034779,20271828,00.htm
http://www.zdnet.com.au/builder/program/java/story/0,2000034779,20271828,00.htm

2.4 Overriding a synchronized method

Name

Overriding a synchronized method.

Description

In a class hierarchy, when a method in a subclass has the same name and
type signature as a method in its super class, the method in the subclass
is said to override method in the super class. When an overridden
method is called from within a subclass, it will always refer to the
version of that method defined by the subclass. So, if the overridden
method is synchronized and the overriding one is not, the method will be
referred to as non synchronized.

Category

Race condition.

Example

Class MyThread implements Runnable {
Ressource r ;
public MyThread(Ressource _r) {
this.r = r ;

}
run() {

r.process() ;

class Ressource {
synchronized void process() {

,

class SpecRessource {
void process() {

}

Detection

Compute the inheritance class

Collect the base methods and their overriding ones

Identify the synchronized base methods whose overriding ones are
not.

WN P

Detectable by Jlint

Re-Factoring

Solution: Make method synchronized.

Conflicts: None

Comments

Source:
Http://asktenali.com/Software Education e-learning/Java/java.html

Not necessarily a bug. So it can be presented as a warning.




2.5 Non synchronized method called by more than one thread

Name Non synchronized method called by more than one thread

Description It is not safe when a non synchronized method could be called by more
than one thread.

Category Race condition.

Example

public void nonSyncmethod ()

}

class ThreadlCalling NonSync Method extends Thread{
public void run()
this.obj.nonSyncmethod () ; }

class Thread2Calling NonSync Method extends Thread{
public void run()
this.obj.nonSyncmethod () ; }

Detection 1. For each thread, collect the methods called inside the run() method.
2. Extract the methods that could be called by more then one thread.
3. Identify the non-synchronized methods.

Detectable by Jlint.

Re-Factoring Solution: Declare the method synchronized

Conflicts: Possibility of oversynchronization

Comments Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm
http://java.quest.com/support/jprobe/docs/JProbeThreadalyzerGuide501.
pdf

This pattern can be detected dynamically also by either of the following

algorithms implemented within Jprobe:

1. Happens Before: It seeks to prove that one thread’s access to a
variable must happen before another thread can access the same
variable. If the analyzer cannot prove a “happens-before”
relationship, the threads are deemed to be concurrent, meaning that
they may require access to the same data at the same time, and
JProbe Threadalyzer reports a data race.

2. Lock Covers: It watches all access to shared variables, and tracks the
lock cover—the set of locks held by all threads that ever need access
to a shared variable. When the lock cover becomes empty, the
variable is deemed to be unprotected and Jprobe Threadalyzer
reports the condition as a data race.




2.6 Non volatile field used by more than one thread

Name Non volatile field used by more than one thread.

Description Normally, it is not safe to use non volatile variables as shared fields,
unless they are synchronized.
The Java programming language allows threads that access shared
variables to keep private working copies of the variables; this allows a
more efficient implementation of multiple threads. But could be source
of inconsistency with the master copies in the shared main memory.
With volatile modifier, at each update of a variable, Java reflects the
changes in the main memory.

Category Race condition.

Example

Detection 1. Collect the attributes used by each thread.

2. Detect the non volatile attributes that are shared.

Detectable by Jlint

Re-Factoring

Solution: Make the attribute volatile.

Conflicts: If volatile fields are accessed frequently inside methods, their
use is likely to lead to slower performance than would locking the entire
methods. The use of volatile variable is often considered unsafe and
could result in dataraces.

Comments

Source: Doug Lea, "Concurrent Programming in Java™ Design
principles and patterns”. Addison Wesley, 2000.




2.7 Non synchronized run() method

Name Non synchronized run () method
Description When different threads are started for the same object that implements
the Runnable interface, the method run () must be synchronized.
Category Race condition.
Example Class MyThread implements runnable{
public void runQ) {...}
}
MyThread tl1 = new MyThread() ;
New Thread(tl).start() ;
New Thread(tl).start(Q) ;
Detection Detect the creation of Java threads (Thread Class) with the same

Runnable object, an instance of a class that implements the Runnable
interface.

Data flow analysis could be used to determine which threads are created
with the same Runnable instance.

Detectable by Jlint.

Re-Factoring

Solution: Make the run () method synchronized.

Conflicts: Oversynchronization.

Comments

Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm




2.8 Overuse of synchronized methods

Name Overuse of synchronized methods

Description Methods of a class that is used by only one thread should not be
synchronized. Otherwise, it could have a negative impact on the
efficiency of the application.
Synchronized methods take longer to execute than unsynchronized
methods and limit the multitasking present in the JVM and operating
system.

Category Efficiency problem.

Example

Detection 1. Collect methods that are called in each thread.

2. Detect synchronized methods that are called by only one thread.

Re-Factoring

Solution: Declare the methods non-synchronized

Conflicts: If not properly handled, the solution could lead to methods
being declared non-synchronized while they should be.

Comments

Source:

Http://www-
1.ibm.com/servers/eserver/zseries/software/java/perfarchive.html#synch

In some cases, performance improvements are achieved by writing
synchronized and non-synchronized versions of the same method, and
invoking the synchronized method only when needed.




2.9 Method wait() invoked with another object locked

Name Method wait () invoked with another object locked
Description This antipattern appears when one thread invokes the wait () method
while it is locking other objects.
When the wait () method is invoked, more than one monitor objects are
locked by the thread. Since wait () unlocks only one monitor, it can be a
source of deadlock.
Category Deadlock.
Example Class Resource {
-é)-/nchronized process() {
whileO) {
waitQ }
}
Thread:
I-:{ééource res ;
runQ {
Synchronized(A)
{
;éé.process() ;
}
}
Detection 1. Detect the wait () occurrences in the code of a thread
2. Check the monitors held by the thread at the time
Detectable by Jlint
Re-Factoring Solution: When wait () is invoked in a thread make sure that no more
than one lock is withheld
Conflicts: Improper handling of the locks could lead to data races and
corruption.
Comments Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm
A variation of this antipattern is also cited in the literature.
Lock and 1/0O wait: it occurs when a thread enters a monitor and then
waits on a blocking input/output operation. If the blocking 1/0 operation
never occurs, any thread requiring the held monitor blocks indefinitely,
causing a deadlock.




2.10 Call sequence to method potentially causing deadlock in wait()

Name Call sequence can cause deadlock in wait().

Description The problem appears when a sequence of method calls, which lock at
least two object monitors, terminates by calling the method wait ().
Since wait () unlocks only one monitor and suspends the thread in
which the call was made, this can cause deadlock.

Category Deadlock.

Example

Detection 1. Compute the call graph

2. Analyze the method invocations in the graph.
3. Collect the locked objects until the wait () method call is reached.

Detectable by Jlint

Re-Factoring

Solution: When wait () is invoked in a thread make sure that no more
than one lock is withheld

Conflicts: Improper handling of the locks could lead to data races and
corruption.

Comments

Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm

Similar to: Method wait () invoked with monitor of other object lock,
the difference is in detecting the sequence of method calls.




2.11 identifier.wait() method called without synchronizing on identifier

Name Identifierwait () method called without synchronizing on identifier.

Description One of the constraints in Java is that an identifier.wait () (or
identifier.notify()) can only be invoked by a thread currently
holding the monitor lock for identifier.
When a thread violates this constraint, the thread will be permanently
blocked (i.e. deadlocked).

Category Quality and style problem.
Deadlock.

Example

Detection Use points-to analysis, data and control flow analysis, call graph.

Detectable by Jlint

Re-Factoring

Solution: The thread should get a lock on the object (referenced by
identifier) before calling wait (), i.e., the wait ()method should
only be invoked from inside a synchronized(identifier) block..

Conflict: None.

Comments

Source: http://www.cs.kent.ac.uk/projects/ofa/java-threads/203.html

The thread could get the monitor in another method that calls the method
with the wait () invocation.




2.12 Synchronized read only methods

Name Synchronized read only methods

Description Methods that perform just read access on an object (while there are no
methods that have a write access) need not be synchronized. They
simply add to the overhead of synchronization.
It is useful to know how many such cases exist in an application. This
serves as an indicator of the level of needed synchronization.

Category Efficiency problem.

Example

Detection Use control and data flow analysis.

Re-Factoring

Solution: Remove synchronization from read only methods.

Conflicts: Risk of data races, especially when the fields in the methods
are shared among several threads.

Comments

Source: Alan Holub, "Taming Java Threads", Springer-Verlag, 2000.




2.13 Internal call of a method

Name Internal call of a method.

Description Java allows reentrant monitors. One thread can get the monitor (lock)
several times in a nested way. Aside from the first acquisition of the
lock, synchronization is not necessary.

Category Efficiency problem.

Example Class Reetrant {

Synchronized void foo() {
This.bar(Q) ;
}
ég/r—\chronized void bar(Q {
}
}
Detection Use call graph and data flow analysis.

Re-Factoring

Potential Solutions:

1. Remove synchronization from the method using the inner lock
(par () in the example).

2. Remove the code from bar () method into the calling method.

Conflict: Risk of data races or corruption, especially if other threads call
the method.

Comments

Source:

Jonathan Aldrich, Craig Chambers, Emin Giin Sirer, Susan J. Eggers:
Static Analyses for Eliminating Unnecessary Synchronization from Java
Programs.

Agostino Cortesi, Gilberto Filé (Eds.): Static Analysis, 6th International
Symposium, SAS '99, Venice, Italy, September 22-24, 1999,
Proceedings. LNCS 1694 Springer 1999: 19-38.




2.14 Object locked but not used

Name Obiject locked but not used

Description This antipattern is exhibited when a thread gets a monitor on an object
and does not use it.

Category Efficiency problem.
Quality and style problem.

Example

Detection In each synchronized block, detect if the synchronized object is used in

this lock by checking all the statements of the block.

Re-Factoring

Solution: Rewrite the synchronized block

Conflicts: Care should be taken not to leave any shared objects
unsynchronized.

Comments

Source: Alan Holub "Taming Java Threads", Springer-Verlag, 2000

Limitation: not detected if the object is not represented by an explicit
reference as in the following example:
synchronized (obj.field) {..}




2.15 Synchronization abuse

Name Synchronization abuse
Description Do not synchronize an entire method if the method contains significant
operations that do not need synchronization. To maximize concurrency
in a program, try to minimize the frequency and duration of lock
acquisition. Sometimes, only a few operations within a method may
require synchronization.
Category Efficiency problem..
Quality and style problem.
Exanuﬂe Synchronized void fQ) {
statementl ;
statement2 ;
statement3 ; // synchronization not needed.
3
Detection Use data flow analysis to detect code that does not require

synchronization.

Re-Factoring

Solution: Use of synchronization on a part of the method.

Re-factoring the example:

Void TQ {
Synchronized(this) {
Statementl;
Statement2 ;
3

statement3 ;

}

Conflicts: Risk of leaving pieces of code unprotected.

Comments

Source:

http://www.xp.co.nz/Coding Standards for Java.htm

It might not be straightforward to detect parts of code that do not require
synchronization.

Synchronized blocks are often slightly more expensive than
synchronized methods (especially in lock-release).




2.16 wait() not in loop

Name wait () IS notin loop
Description While it is possible to correctly use wait() without a loop, such uses are
rare and worth examining, particularly in code written by developers
without substantial training and experience writing multithreaded code.
Category Quality and style problem.
Example if (! resource.isAvailable) {
wait() ;
}
When the thread wakes up, it is better to check again the condition.
Detection Check if the wait () method invocation is in a loop.

Detectable by FindBugs.

Re-Factoring

Solution: Use while instead of if

Conflicts: None

Comments

Source: D. Hovemeyer and W. Pugh, "Finding Bugs is Easy",

http://www.cs.umd.edu/~pugh/java/bugs/




2.17 Unconditional wait()

Name Unconditional wait ()
Description This could be seen as a strange way to implement a wait.
When waiting on a monitor, it is good practice to check the condition
being waited for before entering the wait (). Without this check, the
possibility that the event notification has already occurred is not
excluded, and the thread may wait forever.
Category Deadlock.
Example _
synchronized(o) {
System.out.println ("waiting..") ;
wait() ;
Detection In each synchronized block, check if the wait () method call is in a

conditional structure.

Detectable by FindBugs

Re-Factoring

Solution: always use wait () within a conditional structure.

A better version of the example
it (! o.isAvailable()) {
System.out._println ('Not available') ;
synchronized(o) {
System.out._println (“"waiting..'”) ;
wait(Q ;
}
}

Conflicts: None

Comments

Source: D. Hovemeyer and W. Pugh, "Finding Bugs is Easy",

http://www.cs.umd.edu/~pugh/java/bugs/

Similar to: wait () notin loop




2.18 Unconditional notify() or notifyAll()

Name Unconditional notify () Of notifyall ()

Description This could be seen as the dual of unconditional wait ()pattern. In
general, because some conditions become true, the notify() and
notifyall () methods are called.

Category Deadlock.

Problem with unpredictable consequences.
Example
Detection Check for each synchronized block, if notify () (Or notifyall()) is

called within a conditional structure.

Detectable by FindBugs

Re-Factoring

Solution: Always make sure that notify () and notifyAll () are
called from within conditional structures.

Conflicts: None.

Comments

Source: D. Hovemeyer and W. Pugh, "Finding Bugs is Easy",

http://www.cs.umd.edu/~pugh/java/bugs/




2.19

Reference value is changed when it is used in synchronization block

Name Reference value is changed when it is used in synchronization block.
Description This can be seen as a programming error.
Category Quality and style problem.

Deadlock.
Example Synchronized(ref)

ref = new Object() ;

,

Detection Detect the instructions that change the reference in a synchronized

block.

Detectable by Jlint.

Re-Factoring

Not available.

Comments

Source: http://www.ispras.ru/~knizhnik/jlint/ReadMe.htm




2.20 Overthreading

Name Overthreading
Description It is exhibited when a “large” number of threads are defined and created.
Category Efficiency problem.
Quality and style problem.
Example
Detection Use some indicators, defined statically or dynamically such as:

e No or few objects are shared by threads

e No use of any inter-thread synchronization: wait, notify
e Size of threads (Lines of code-LOC- metric)

e Thread execution is sequential

Re-Factoring

Solution: Use threading only as needed.

Conflict: Risk of ending with blob threads.

Comments

Source:

http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/cpguide/html/cpconthreadsthreading.asp




2.21 Blob Thread

Name Blob thread
AKA, God thread
Description A thread that takes the whole or a large part of the activity of the system.
Category Quality and style problem.
Example
Detection Use dynamic and static analysis to collect indicators of:

¢ Inter thread activities (sharing objects, wait and notify methods)
e Size of the thread (LOC metric).

e Activity of each thread.

Re-Factoring

Solution: Distribute program activities among threads

Conflict: Overthreading

Comments

Source: Connie U. Smith and Lloyd G. Williams: Software performance
antipatterns. Workshop on Software and Performance, 2000, pp.127-
136.




2.22 Complex computation within an AWI/Swing thread

Name Complex computation within an AWI1/Swing thread

Description The listeners in a Java’s Abstract Windows Interface (AWI) thread are
too long (temporary irresponsive interface), never end, e.g., due to a
cycle with a continuous true condition (irresponsiveness) share many
objects with the main thread (may affect responsiveness)

Category Efficiency problem.

Example see Allen Holub “Taming Java Threads” [Hol00]: Listing 1.1

Detection 1. For the AWT thread, check the complexity of the listener method

(method names which contain word listen).
2. List all the overcomplicated listeners of AWI thread

Syntactically, the complexity could be estimated with a metric on the
size and number of loops.

Re-Factoring

Solution:

Create additional threads to perform any non-trivial operations.

Provide the user with a message that a certain operation is in process and
with the “Cancel” button.

Conflicts: Possibility of overthreading.

Comments

Source: Alan Holub, “Taming Java Threads” , Springer-Verlag, 2000

The pattern is important since it is relevant to all non-console
applications, and interface is the only justified place for threads in a
program of a beginner.




2.23 Misuse of notifyAll()

Name Misuse of notifyall ()

Description The notify () method is more efficient than the notifyall () method,
especially when not too many objects are shared between threads.

Category Efficiency problem.

Example

Detection 1. Collect all objects used in each thread.

2. Search for objects that are used by only two threads.

Re-Factoring

Solution: Replace notifyall ()by notify ()

Conflicts: Since notify () activates one thread only (randomly) this
fix could lead to more overhead and possibly a deadlock.

Comments

Source:

http://javafag.nu/article211.html

Generally, the use of notifyall()is more safe for multithreaded
programming.

When notifyall()is called, all threads waiting for the same object-
lock, will receive a signal but just one gets the lock. Therefore, when
there are only two threads operating on this object, the use of
notifyall () IS not needed.




2.24 The double-check locking for synchronized initialization

Name The double-check locking for synchronized initialization
Description Double-check locking is widely cited and used as an efficient method
for implementing lazy initialization in a multithreaded environment and
as an efficient way to reduce synchronization overhead. Unfortunately, it
will not work reliably in a platform independent way when implemented
in Java, namely due to the current Java Memory Model (JMM).
Category Race condition.
Example //Load and initialize our instance
//if necessary
if (instance == null)
{
synchronized (this)
{ if (instance == null)
.. Create the instance ..
Detection For basic instances of the antipattern, like the one illustrated in the

example, detect code segments that match exactly the listing.

Detectable by FindBugs.

Re-Factoring

Solution: Two possible fixes
1. Use a temporary variable to try and force the constructor to execute
before its reference is assigned.

2. Use a "guard" variable to indicate that the initialization has completed

Conflicts: Unexpected behavior, as there is no guarantee the compiler or
the JVM will follow the ordering from the source code.

Comments

Source:
http://www.cs.umd.edu/~pugh/java/memoryModel/DoubleCheckedlL ock

ing.html

The Java Language Specification (JLS) gives Java compilers and JVMs
a good deal of latitude to reorder or optimize away operations. Java
compilers are only required to maintain within-thread as-if-serial
semantics, which means that the executing thread must not be able to
detect any of these optimizations or reorderings. However, the JLS
makes it clear that in the absence of synchronization, other threads
might perceive memory updates in an order that "may be surprising."”




2.25 Synchronized atomic operations

Name Synchronized atomic operations

Description An atomic operation is one that cannot be interrupted by the thread
scheduler—if the operation begins, it will run to completion before the
possibility of a context switch, it is the case of primitive type variables
except double and long types. cet () and set () methods could be used
without synchronization when considered as atomic. This antipattern is
highly disputed.

Category Efficiency problem.

Example

Detection Detect in the code all the atomic operations inside synchronized blocks

or methods.

Re-Factoring

Solution: Do not synchronize atomic operations.

Conflicts: Have to be careful about what statements are really atomic.
Data incoherence: without synchronization the values assigned by one
thread are not visible by other threads.

Comments

Source:
Alan Holub, "Taming Java Threads", Springer-Verlag, 2000.

Some would argue that atomic operations still need synchronization.




2.26 Synchronized immutable object

Name Synchronized immutable object

Description An immutable object is one whose state does not change after it is
created (fields are final). Multiple threads can safely access the object
simultaneously, so no synchronization is required.

Category Efficiency problem.

Example

Detection For every reference used as a synchronized object in a synchronized

block, check if the reference is declared final.

Re-Factoring

Solution:

Remove synchronization from pieces of code handling immutable
objects.

Conflicts: None.

Comments

Source:
Alan Holub, "Taming Java Threads", Springer-Verlag, 2000.

When the synchronization is not defined by synchronized block
(synchronized methods are used instead), deeper analysis should be
performed: All instances of the class (with synchronized methods) must
be used with final fields.

Points-to analysis can improve results, when a final field is referenced
by another variable.




2.27 Unnecessary notification

Name Unnecessary notification
Description Notification issued when no thread is waiting.
Category Efficiency problem.

Quality and style problem.

Example

Detection For each thread that may call notify () or notifyall () methods, check
if another thread could call wait () method on the same object.

Re-Factoring Solution: Remove notification operations when no threads are waiting.
Conflicts: Some threads might end up waiting forever.

Comments Source:

http://www.python.org/doc/current/lib/condition-objects.html




2.28 Double call of the start method of a thread

Name Double call of the start () method of a thread

Description The start () method call is not supposed to be used more than once for
the same thread.

Category Problem with unpredictable consequences.

Exanuﬂe { = new Thread(runnable) ;
t.start(Q ;
£.start() ;

Detection For each creation of an instance of a thread (Thread Class), check if

there are more than one call to start () method.

Sometimes, the detection of the second invocation needs data flow
analysis or a points-to analysis.

Re-Factoring

Solution: Remove the additional unneeded start ().

Conflicts: None.

Comments

Source:
Patrick Naughton, "The Java Handbook™, McGrawHill, 1996.

The second invocation of the start () method, could be far from the
first one, possibly in another method, or "via™ an alias; therefore, making
detection quite complex:

t = new thread() ;
t.start(Q ;

tt =t ;

tt.start() ;




2.29 Waiting forever

Name Waiting forever

Description Thread executes the wait () for the lock of an object but is never
notified and thus never resumes its execution. It could be considered as a
programming error.

Category Deadlock.

Example

Detection For each thread that could call the wait () method, check if there is at

least, one thread that may call notify () or notifyall () methods for
the same object.

Re-Factoring

Solution: Make sure all instances of wait () are notified.

Conflicts: Risk of excessive unnecessary notification.

Comments

Source:
http://java.quest.com/support/jprobe/docs/JprobeThreadalyzerGuide501.

pdf

A variation of this antipattern may appear as the Wait Stall antipattern




2.30 Unsynchronized spin-wait

Name Unsynchronized spin-wait
AKA: Spin-wait
Description It appears in the form of an unsynchronized loop, whose exit condition
is controlled by another thread. Resulting problems include exhaustive
use of resources (CPU time) and thread stalls.
Category Efficiency problem.
Livelock
Example //wait for spider to finish
while (spider.isAlive())
//do nothing, just test again
}
Detection For the basic instances of the pattern, as illustrated in the example:

Detect in the code all occurrences of empty loops with attributes as
condition variables.

Detectable by FindBugs.

Re-Factoring

Solution: (For simple cases as in the example) Use yield or sleep
to take control from the current thread. This will provide other threads
(especially lower priority ones) with a chance to execute while the
condition is not yet fulfilled.

Conflicts: Improper use of synchronization facilities could lead to
deadlocks or data races.

Comments

Source:
D. Hovemeyer and W. Pugh, "Finding Bugs is Easy",

http://www.cs.umd.edu/~pugh/java/bugs/

In general, this is hard to detect this antipattern.




2.31 Start() method call in constructor

Name Start () method call in constructor

Description start () method call in constructor of a class that implements
Runnable.
In the case where this class is specialized (defining a subclass), the
thread is launched (invocation of the start ()) before the end of the
instance creation of the subclass, because the constructor of the super
class is executed before the one of the current class.
The program can have an unexpected behavior.

Category Problem with unpredictable consequences.

Example

Detection Detectable by FindBugs

Re-Factoring Solution: Rewrite the constructor method and avoid calling start () in
it, or declare the class final.
Conflicts: None.

Comments Source:
Findbugs.
Similar to: Double call of the start method of a thread.




2.32 Get-Set methods with different declarations

Name Get-Set methods with different declarations

Description This antipattern occurs when the get method of an object is
unsynchronized while the set method is synchronized.

Category Race condition.

Example

Detection Detectable by FindBugs

Re-Factoring Solution: Declare both methods synchronized.

Conflicts: Possibility of over synchronization.

Comments Source:
Findbugs.




2.33 Improper method calls

Name Improper method calls
Description This antipattern occurs when improper method calls are made in the
methods of a thread. A method call can be improper if:
The call itself is not correct (Thread. run ()).
The called method has bugs.
The method is deprecated.
Category Problem with unpredictable consequences.
Example
Detection Detectable by FindBugs
Re-Factoring Solution: Rewrite the method in which the improper call is made.
Conflicts: None.
Comments Source:
Findbugs.




2.34 Wait stall

Name Wait stall

Description A wait stall can occur when a thread calls a wait () method with no
timeout specified.

Category Livelock.
Deadlock.
Example
Detection Detectable dynamically by Jprobe Threadalyzer.

The Jprobe Threadalyzer sets a priori a threshold for blocked threads.
If the wait () method does not complete before the threshold is
reached, then the stall will be reported as a wait stall.

Re-Factoring Solution: Use wait () with timeout.

Conflicts: It could affect the efficiency.

Comments Source:
http://java.quest.com/support/jprobe/docs/JprobeThreadalyzerGuide501.

pdf




2.35 Premature join () call

Name Premature join () call

Description A call to the join () method of a thread is premature if this thread has
not been started at the time of the call. In Java such calls are simply
ignored, but their presence is alarming because they may indicate a fault
in the program logic or non-optimal code.

Category Quality and style problem.

Example

Detection

A data flow analysis is needed, but dynamic analysis could be more
efficient.

Detectable by Flavers.

Re-Factoring

Solution: Rethink the logic of the program to make sure that the
join () method of a thread is not called until it is already started.

Conflicts: None.

Comments

Source:
http://cis.poly.edu/gnaumovi/papers/flavers-java.pdf




2.36 Dead interactions

Name Dead interactions

Description The antipattern appears when a thread calls another thread after the
target thread has already terminated.

Category Quiality and style problem

Example

Detection

A data flow analysis is needed, but dynamic analysis could be more
efficient.

Detectable by Flavers.

Re-Factoring

Solution: Rethink the logic of the program to make sure that the call to a
thread is not made after the thread has terminated.

Conflicts: None.

Comments

Source:
http://cis.poly.edu/gnaumovi/papers/flavers-java.pdf




2.37 Calling Jgoin () for an immortal thread

Name Calling join () for an immortal thread

Description The problem occurs when join () is called for a thread that would not
terminate such as a daemon or the main thread.

Category Efficiency problem.

Example

Detection

A data flow analysis is needed, but dynamic analysis could be more
efficient.

Detectable by Flavers.

Re-Factoring

Solution: Rethink the logic of the program to make sure that join ()
is called only for threads that would terminate.

Conflicts: None.

Comments

Source:
http://cis.poly.edu/gnaumovi/papers/flavers-java.pdf
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