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Confirming Configurations in EFSM Testing
Alexandre Petrenko, Sergiy Boroday, and Roland Groz
Abstract—In this paper, we investigate the problem of configuration verification for the extended FSM (EFSM) model. This is an
extension of the FSM state identification problem. Specifically, given a configuration (“state vector”) and an arbitrary set of
configurations, determine an input sequence such that the EFSM in the given configuration produces an output sequence different
from that of the configurations in the given set or at least in a maximal proper subset. Such a sequence can be used in a test case to
confirm the destination configuration of a particular EFSM transition. We demonstrate that this problem could be reduced to the EFSM
traversal problem, so that the existing methods and tools developed in the context of model checking become applicable. We introduce
notions of EFSM projections and products and, based on these notions, we develop a theoretical framework for determining
configuration-confirming sequences. The proposed approach is illustrated on a realistic example.
Index Terms—Formal methods, test design, model checking, extended finite state machine, functional testing, conformance testing,
test derivation, state identification, model-based testing.
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INTRODUCTION

F

ORMAL methods are gaining acceptance by software
developers. One of the main driving factors is the fact
that testing from formal specifications offers a simpler,
structured, and more rigorous approach to the development
of functional tests than standard testing techniques [34].
This paper addresses the issue of deriving tests for systems
based on the extended FSM (EFSM) model (e.g., reactive
systems and protocols). More specifically, the problem
addressed is to generate sound and efficient tests for black
box testing (e.g., functional or conformance testing) w.r.t. an
EFSM specification of the system.
It is widely acknowledged that EFSM is a very powerful
model for test derivation. It is used in a number of
industrially significant specification techniques, such as
SDL [45], Estelle [46], Statecharts [47], UML [48], to name
just a few. There exist a number of tools that support
software development activities around specifications
based on the EFSM model. As an example, the commercial
tools available for SDL [1], [2] now offer test generation
facilities. Such tools may resort to reachability analysis to
compute tests that cover transitions of the EFSM and to
provide test preambles to reach specific configurations of
the EFSM enabling the transitions to be tested. However,
they currently do not check the tail state of transitions or the
configuration reached after a test. (We use the term
“configuration” to mean a state of the unfolded machine,
i.e., a node of the EFSM reachability graph labeled with a
couple consisting of a state and a valuation of the context
variables of the EFSM). As a result, transfer faults in an
implementation (known as Implementation Under Test,
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IUT), viz. faults whereby a transition in the IUT would
reach a wrong tail configuration, may easily go undetected.
Incorrect implementations could, thus, pass such tests. This
casts doubts on the confidence that the tests have really
assessed the corresponding behavior of the tested implementation, let alone that they would reach a significant
coverage of faults in tail states and configurations. Therefore, the current test generation methods used in tools for
EFSM testing have limited fault detection capabilities.
In contrast, the classical FSM model allows one to
systematically derive tests with so-called complete fault
coverage in the sense that such a test suite detects any fault
modeled by a mutant (i.e., erroneous) FSM within an
assumed bound on the number of states in implementations. The completeness stems from the fact that the
implementation states can be pairwise distinguished,
identified, and compared with specification states using
appropriate state identification or confirming sequences
(such as a distinguishing sequence or W set) [6], [36], [38],
[39], [40], [41]. The corresponding methods are discussed in
a number of surveys, see, e.g., [3], [4], [37].
An EFSM can be viewed as a compressed notation of an
FSM. Generally speaking, it is possible to unfold it into a
pure FSM by expanding the values of the parameters and
variables, assuming that all the domains are finite. The
result of this unfolding is a flat FSM computed as the
reachability graph of the EFSM. Then, FSM-based methods
for test derivation with complete fault coverage become
applicable. However, in most practical situations, this naı̈ve
approach is not realistic, mainly because of state/test
explosion effect, widely understood today.
Our research aims at computing configuration identification sequences directly on the EFSM. Since the intrinsic
complexity of the problem is still that of the unfolded model
anyway, some trade offs must be found between this
complexity and the accuracy of the identification sequence.
Other factors which prove to be very significant for practical
applicability have also to be taken into account. For
instance, the length of the tests and the fact that the EFSM
is only a model of the real IUT should be kept in mind. Our
Published by the IEEE Computer Society
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approach can be summed up as a “best effort” identification
of configurations in the IUT, relaxing the goal of a perfect
identification to take into account practical testing guidelines such as:
keeping test case length small enough,
keeping the number of tests per configuration small
enough, and
. enabling the detection of likely faults instead of
providing fault coverage guarantee usually associated with a strict bound on the number of states in
IUT [3], [6].
One key element is the fact that we do not attempt to
distinguish a configuration from all other configurations
(which would require very intricate tests to check the values
of each state variable), but only from a realistic “black list”
of states or configurations which we shall call “suspicious
configurations;” we assume that test designers should be
able to provide partial information on such faulty configurations to be particularly looked for and avoided.1
Based on this assumption, we address the problem of
determining a most “powerful” confirming sequence for a
given (expected) configuration, that is a sequence such that
the EFSM in the expected configuration produces an output
sequence different from that of any other configuration in
the given set or at least in a maximal proper subset. We
demonstrate that this problem could be reduced to the
EFSM traversal problem, so that the existing methods and
tools developed in the context of model checking become
applicable.
The rest of the paper is organized as follows: In Section 2,
we define the EFSM model. Our model corresponds to a
rather general form of extended machine, in particular, its
states are extended with context variables, inputs and
outputs with parameters, and transitions are guarded by
predicates over input parameters and context variables.
Section 3 addresses the problem in a formal way. We define
distinguishable configurations of EFSM and introduce a
theoretical framework for determining configuration-confirming sequences based on projections and products of
EFSMs. The operation of projection of EFSM is defined
which corresponds to an abstraction and allows us to
summarize the behavior of EFSMs initialized in different
configurations in a compact way. The EFSM product is
generalized from the corresponding operation on flat FSMs.
It is used to determine configuration confirming sequences.
In Section 4, the effectiveness of the proposed approach is
illustrated on a realistic SDL specification. Section 5 relates
the obtained results to previous work. Section 6 concludes
the paper.
.
.

2

EFSM MODEL

The model of a Mealy (finite state) machine extended with
input and output parameters, context variables, operations,
and predicates defined over context variables and input
1. The set of faulty configurations can be derived from some fault-model,
preferably based on the expertise of the test designers. Note that this faultmodel can be dependent on the semantics of the system (it is not just a
collection of syntactic mutations) and that it is an input parameter of our
method.
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parameters is what is understood by an extended FSM,
EFSM, in this paper. The FSM underlying an EFSM is often
said to model the control flow of a system, while
parameters, variables, predicates, and operations reflect its
data flow (or context), see, e.g., [9], [10], [11], [12], [13], [14],
[15], [16], [17], [18]. To define a general type of EFSMs, we
use finite disjoint sets for signal parameters and context
variables, denoted, respectively, R and V , as follows: Input
or output signal of FSM are associated with a subset of
parameters, so that the signal and a valuation of parameters
from the set R associated with the signal constitute a
parameterized signal, input or output. A state and a
valuation of the context variables in the set V constitute a
so-called configuration of the EFSM, see, e.g., [49]. Input
and output parameters do not contribute to the configuration space. Thus, if one flattens an EFSM into a normal FSM
(assuming finite domains for all parameters and variables),
parameterized signals of the EFSM become inputs and
outputs of the FSM, while configurations of the EFSM
constitute the states. Signal parameters and context variables of an EFSM are all parameters of various objects in the
EFSM, the difference is that all the context variables
parameterize states, while only subsets of parameters are
used to define input or output (this is why we call them
differently). Signal parameters and context variables could
share common types (i.e., have the same value) and
sometimes they are all just called variables associated with
EFSM, see, e.g., [49].
We first define all the objects of an extended machine, at
the same time introduce necessary notations and then
define the way it operates respecting the semantics of Mealy
machines.
In the following definitions, let X and Y be finite sets of
inputs and outputs, R and V be finite disjoint sets of
parameter and variable names. For x 2 X, we note Rx  R
the set of input parameters and DRx the set of valuations of
parameters in the set Rx . For y 2 Y , we define similarly Ry
and DRy . Finally, DV is a set of context variable valuations v.
Definition 1. An extended finite state machine (EFSM) M over
X, Y , R, V , and the associated valuation domains is a pair
ðS; T Þ of a finite set of states S and a finite set of transitions T
between states in S, such that each transition t 2 T is a tuple
ðs; x; P ; op; y; up; s0 Þ, where
.
.
.
.

s; s0 2 S are the initial and final states of the
transition, respectively;
x 2 X is the input of the transition;
y 2 Y is the output of the transition;
P , op, and up are functions, defined over input
parameters and context variables V , namely,
-

P : DRx  DV ! fTrue; Falseg is the predicate of
the transition.
op: DRx  DV ! DRy is the output parameter
function of the transition.
up: DRx  DV ! DV is the context update
function of the transition.

To define the operation of an EFSM, we first introduce
some additional definitions.
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Fig. 1. The EFSM M.

Definition 2. Given input x and a (possibly empty) set of input
parameter valuations DRx , a parameterized input is a tuple
ðx; px Þ, where px 2 DRx . A sequence of parameterized inputs
is called a parameterized input sequence.
Similarly, we define parameterized outputs and their
sequences.
Definition 3. A context variable valuation v 2 DV is called a
context of M. A configuration of M is a tuple ðs; vÞ of state s
and context v.
In case of an empty set of context variables, we do not
distinguish between configuration and state.
Definition 4. A transition is said to be enabled for a
configuration and parameterized input if the transition
predicate evaluates to True.
The EFSM operates as follows: The machine receives
input along with input parameters (if any) and computes
the predicates that are satisfied for the current configuration. The predicates identify enabled transitions. A single
transition, among those enabled, fires. Executing the
chosen transition, the machine produces output along
with output parameters, which, if they exist, are
computed from the current context and input parameters
by the use of the output parameter function. The machine
updates the current context according to the context
update function and moves from the initial to the final
state of the transition. Transitions are atomic and cannot
be interrupted. The machine usually starts from a
designated configuration, called the initial configuration.
A pair of an EFSM M and an initial configuration is
called a strongly initialized EFSM.
To simplify the notations for transitions of EFSMs, we
present a few conventions. Specifically, we normally use
(s  x; P =op; y; up ! s0 ) to denote a transition t 2 T . If, in t,
the guard P is a True constant, P can be dropped from the
transition. Similarly, when the transition does not change
the context, the update function up can be omitted. At the
same time, the output parameter function can only be
absent when output y has no output parameters at all.
Notations (s  x; P =y ! s0 ), (s  x=y; up ! s0 ), (sx=y ! s0 )
are examples of notations used for such situations. If
present in a transition, the update and output parameter
functions can take forms of operations on separate variables, such as assignments.

Fig. 2. Fragment of an SDL specification.

Example. We illustrate the notion of EFSM using two
examples. The ESFM M shown in Fig. 1 is used as a
running example in the paper. It has four states and
10 transitions that are labeled with two inputs a and b,
three outputs x, y, and z, four predicates, and variable
updates. The machine has two context variables, u and w,
and a single output parameter, associated with the
output symbol z. The notation zðuÞ means that the
current value of the context variable u (prior to executing
the update function of the transition) is assigned to the
output parameter. There is no need to name the output
parameter since it is the only parameter used in the
example.
Our next example is related to SDL language [45].
Here, we illustrate how EFSM elements could be
extracted from a fragment of a real SDL specification
which we use in our experiments in Section 4. Fig. 2
shows a fragment of SDL specification of an ISDN-like
service. It denotes an EFSM transition from the state s1 to
s2 (states are depicted as rounded rectangles). The input
clause (concave pentagon) contains the expression x(v1),
which indicates that x is the input signal and the value of
the signal parameter is assigned to the variable v1. The
output clause (convex pentagon) contains y(1), which
indicates that y is the output signal and the value 1 is
assigned to the signal parameter. The tasks (rectangles)
denote variable updates. The decisions (diamond shapes)
are used in SDL to take into account variable values,
similar to flowcharts. We translate this SDL fragment into
the following EFSM transition
ðs1  x; P =yð1Þ; ðv1 :¼ par; v2 :¼ True; v3 :¼ v3 þ 1Þ ! s2 Þ;
where
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P ¼ ð2  par  7 _ 9  par  12Þ ^ :v2 ^ ðv3 6¼ 3Þ ^ v4 :
Note that signal parameters are never named in SDL, so
par is introduced to denote an input parameter value. Of
course, other branches of the SDL specification would
yield other EFSM transitions.
To define the class of specification machines considered
in this paper, we first list a number of properties of EFSMs.
Definition 5. An EFSM M is said to be:
.

.
.

.

predicate complete if, for each transition t, every
element in DRx  DV evaluates at least one predicate
to True among the set of all predicates guarding
transitions with the start state and input x of t;
input complete if, for each pair ðs; xÞ 2 S  X, there
exists at least one transition leaving state s with input x;
deterministic if any two transitions outgoing from
the same state with the same input have mutually
exclusive predicates;
observable if, for each state and each input, every
outgoing transition with the same input has a distinct
output.

In this paper, we study the problem of deriving
configuration-confirming sequences, or CS, for short, for a
class of specification EFSMs which are deterministic and both
input and predicate complete. As an example, the EFSM in
Fig. 1 possesses all these properties. We use the abbreviation REFSM to refer to a machine from this Restricted class
of EFSMs. This class covers all the known types of EFSMs
studied in the context of testing [9], [10], [11], [12], [13], [14],
[15], [16], [17], [18], [19], [20], [21], [22], [23], [24], [31], in
addition, REFSM extends them with signal parameters. We
notice that the syntax and semantics of EFSM-based
languages, such as, for example, SDL [45], usually guarantee that any correctly specified machine is input complete as
well as predicate complete. Deriving tests from REFSM
specifications, in our constructions, we will also use other
types of EFSMs, which do not necessarily meet all these
requirements.

3

CONFIGURATION CONFIRMING SEQUENCES

The problem we are dealing with can be informally stated
as follows: We consider we already have some test method,
typically a method based on coverage of transitions, and we
would like to enhance this method with added capabilities
to ascertain whether after some transition traversal, we
have reached the desired configuration. We know the
configuration reached in the REFSM M in response to some
parameterized input sequence applied to the initial configuration (this is the tail configuration of the test up to that
point). Our goal is to determine a single parameterized
input sequence that can increase our confidence in the
correctness of the configuration reached in any implementation under test derived from M. To that end, we try to
ensure that no suspicious configuration from an a priori
given list has been reached. Such a “black list,” if provided
by the test designer, could not be long and would normally
include a few states, for each of which a set of suspicious
contexts is defined by assigning some values to certain
context variables, while leaving the others free, i.e.,
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unknown. This choice is based on two practical considerations. The first one is that we might allow an implementation to have different values from those specified for non
relevant context variables, but pay special attention to crucial
variables or the control state. The other consideration results
from our trade off to fight combinatorial complexity: It
might be too difficult to separate a configuration from all
other configurations, so we try to distinguish it from at least
a (hopefully relevant) subset of other configurations.
The reason for having a single sequence rather than
several as in any method based on W-sets for FSM [36], [38],
[39], [40], [41], [42] is a practical one: In a typical
conformance testing situation, only a single check sequence
would be associated to a given test case.
For a classical deterministic FSM, a simple input/output
sequence (SIS) [5], known also as a Unique Input Output
sequence, UIO sequence [6], is a solution to the problem.
Assuming that faults in any implementation under test
neither increase the state number nor mask each other, such
a sequence (if it exists for a given machine) can ensure
correctness of the tail state of any transition once it is
executed immediately after the transition. Even if all these
assumptions are not justified, experiments confirm that
appending UIOs to FSM test cases pays off [42]. The
problem of UIO generation was studied in a number of
works, as early as in the 1960’s, see, e.g., [7] and [6] for more
recent results. In case of the EFSM model, we are dealing
with a more general problem, which we call here a
configuration confirming sequence generation. On the one
hand, the set of suspicious configurations does not
necessarily include all possible configurations. On the other
hand, it may consist of several subsets of configurations,
each of which is defined by fixing certain context variables.
All these motivate search for EFSM-based methods for
generating configuration confirming sequences.
Finally, for practical reasons again based on experience
in protocol testing (and on acceptability by test experts), we
should try to find confirming sequences that are “not too
long.” Basically, it would not make sense to claim that a
100-input long sequence would bring enough added
confidence to justify appending it to test preambles of
length 4 or 5. Moreover, a confirming sequence, to be fully
trustable, has yet to be applied in all the other configurations (as in the Wp-method [41], for example) since faults
may mask each other. Therefore, we will consider that we
can set up an arbitrary limit l on the length of the sequence.
To derive a confirming sequence, we propose an
approach that relies on a product of several EFSMs. One
of these EFSMs is the specification machine initialized into
the expected configuration. Others are specification
“clones” that represent suspected faulty behaviors. These
clones are initialized according to a black list of suspicious
configurations. Each clone could also be transformed to
represent multiple suspicious configurations. Such a transformation alleviates at the same time the state explosion
problem. While different sophisticated transformation
methods could be elaborated, we consider a variable
projection technique which is easy to implement.
The rest of this section is organized as follows: In
Section 3.1, we introduce the building block for our
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approach to configuration confirmation: the notion of a
distinguishing machine that yields a sequence separating an
expected configuration from another configuration. The key
result is provided by Proposition 2. In Section 3.2, we
consider the case of separating the expected configuration
from a set of configurations. In order to alleviate the
complexity of the analysis (state explosion), we introduce in
Section 3.3 the notion of abstraction, which can be used to
represent in a single machine a set of faulty configurations.
At the end of this section, we show that this in turn can
easily be extended to deal with a set of configuration sets,
which corresponds to the desired level of generality
required to represent a fault model consisting of several
classes.

3.1 Configuration Distinguishability
We define configuration distinguishability by generalizing
a corresponding notion used in ordinary Mealy machines.
Let M and N be two EFSMs defined over the same set of
parameterized inputs. M is REFSM, while N is input
complete, predicate complete, and observable,2 but not
necessarily deterministic. We assume that the output
alphabets of the two machines intersect, but the sets of
output parameters associated with each common output in
M and N are not necessarily identical. To be able to
compare outputs produced by such machines, we need the
following definitions. Given a context v and a set of
variables U, we first define the U-projection of v as the
valuation, obtained from v by deleting variables that are not
in the set U, denoted v#U .
Definition 6. Let y and y0 be outputs of the EFSM,
respectively, M and N, and let Ry and Ry0 be the set of
parameters associated, respectively, with y and y0 . Parameterized outputs ðy; py Þ and ðy0 ; py0 Þ are said to be
compatible if y ¼ y0 and py#Ry0 ¼ py0 #Ry . Two parameterized output sequences, ðy1 ; py1 Þ . . . ðyk ; pyk Þ of M and
ðy01 ; py01 Þ . . . ðy0k ; py0k Þ of N, are compatible if for all
i ¼ 1; . . . ; k, parameterized outputs ðyi ; pyi Þ and ðy0i ; py0i Þ
are compatible.
Based on this notion, we now define distinguishability of
configurations.
Definition 7. Given a parameterized input sequence ,
configuration c of M and configuration c0 of N are
distinguishable by  if the parameterized output sequence,
produced by ðM; cÞ in response to , is not compatible with
any parameterized output sequence that can be produced by
ðN; c0 Þ in response to .  is said to be a sequence separating
c from c0 .
Considering the class of REFSMs with the same sets of
inputs, outputs, and their parameters, indistinguishable
configurations (configurations that are not distinguishable
by any ) are also referred to as equivalent configurations.
Two REFSMs are equivalent if their initial configurations are
equivalent. Note that, in this study, we assume that the
given REFSM M may have equivalent configurations.
2. A machine that is not observable could be transformed into an
observable one by applying techniques based on automata determinization,
see [52], [53].
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Next, we define a machine that characterizes all input
sequences separating two given configurations.
Definition 8. The distinguishing machine of ðM; ðs; vÞÞ for
ðN; ðq; uÞÞ is an EFSM with a state set S  ðQ [ ffailgÞ,
where S and Q are state sets of M and N, respectively, fail 62 Q
is a designated state, and a set of transitions defined as follows:
.

For every transition of M ðs  x; PM =opM ; y; upM !
s0 Þ and every q 2 ðQ [ ffailgÞ, if N has no transition
from q with input x and output y then the transition
ððs; qÞ  x; PM =opM ; y; upM ! ðs0 ; failÞÞ
is defined; if N has a transition ðq  x; PN =opN ; y;
upN ! q0 Þ, then two transitions
ððs; qÞ  x; PM ^ PN ^ ðopM#yN ¼ opN#yM Þ=
opM ; y; ðupM ; upN Þ ! ðs0 ; q0 ÞÞ and
ððs; qÞ  x; PM ^ ð:PN _ ðopM#yN 6¼ opN#yM ÞÞ=
opM ; y; upM ! ðs0 ; failÞÞ

.

.

are defined, where opM#yN and opN#yM are projections
of opM and opN onto the sets of output parameters of
output y in N and M, respectively.
The set of context variables is V [ U, where V and U
are the sets of context variables of M and N,
respectively (assuming V \ U ¼ ;).
ððs; qÞ; ðv; uÞÞ is the initial configuration.

We use ½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ to denote the distinguishing machine of ðM; ðs; vÞÞ for ðN; ðq; uÞÞ.
If the outputs y in M and N have different output
parameters, then the predicate ðopM#yN ¼ opN#yM Þ is a
tautology and can be omitted. If, in addition, PN is also a
True constant, then a predicate PM ^ ð:PN _ ðopM#yN ¼
opN#yM ÞÞ is a contradiction and any transition guarded by
such a predicate can be removed from ½ðM; ðs; vÞÞ 
ðN; ðq; uÞÞ, as the transition can never be enabled. Note
that we require the two machines to have disjoint sets of
context variables. One can always rename variables to meet
this requirement.
We formulate a few properties of distinguishing machines. The following property immediately follows from
the definition of a distinguishing machine.
Proposition 1. The distinguishing machine ½ðM; ðs; vÞÞ 
ðN; ðq; uÞÞ is input complete, predicate complete, deterministic, and equivalent to ðM; ðs; vÞÞ.
This statement allows us to define a distinguishing
machine for several configurations in a compositional
manner (see next section). Presence of a fail-state reachable
from the initial configuration in the distinguishing machine
indicates the existence of separating sequence(s), as is stated
in our next statement. Here, a fail-state refers to a state of
the machine whose second substate is fail.
Proposition 2. A parameterized input sequence is a separating
sequence for configurations ðs; vÞ of the machine M and ðq; uÞ
of the machine N iff it takes the distinguishing machine
½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ from the initial configuration to a
fail-state.
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Proof. First part. Let ðs; vÞ and ðq; uÞ be configurations of the
machines M and N, respectively, and  take the
distinguishing machine ½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ from
the initial configuration to a fail-state. We will show that
 is a separating sequence for the initial configurations of
ðM; ðs; vÞÞ and ðN; ðq; uÞÞ. We prove this by induction on
length of .
Base of induction. Let jj ¼ 1. By construction of the
distinguishing machine, the parameterized input  takes
the distinguishing machine ½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ
from the initial configuration to a fail-state only when
the machines ðM; ðs; vÞÞ and ðN; ðq; uÞÞ produce different
outputs or output parameters for this input. Therefore, 
is a distinguishing sequence. The base of induction is
proven.
Assumption of induction. Let i be a natural. For
every configuration ðs; vÞ of the EFSM M and every
configuration ðq; uÞ of the EFSM N, any parameterized
input sequence of length i or less which takes the
distinguishing machine ½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ to a failstate is a separating sequence for ðs; vÞ and ðq; uÞ.
Step of induction. Let a parameterized input sequence  of length i þ 1 take the distinguishing machine
½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ from the initial configuration to
a fail-state. We will show that ðM; ðs; vÞÞ and ðN; ðq; uÞÞ
always produce incompatible parameterized output
sequences in response to . Since the sequence  has
more than one symbol, it can be represented in form
ðx; px Þ0 , where 0 is a parameterized input sequence of
length i, x is an input, px is the valuation of parameters
of input x. Let ðy; oM ÞM be the output sequence
produced by the EFSM ðM; ðs; vÞÞ and ðyN ; oN ÞN be an
output sequence produced by the EFSM ðN; ðq; uÞÞ in
response to the parameterized input sequence ðx; ux Þ.
There are two cases possible. Either ðy; oM Þ is not
compatible with ðyN ; oN Þ, or they are compatible. In the
first case, ðyN ; oN ÞN and ðy; oM ÞM are not compatible
because their prefixes are incompatible, so  is a
separating sequence.
In the second case, yN ¼ y. Clearly, only one transition
ðs  x; PM =opM ; y; upM ! s0 Þ of the REFSM M with input
x and output y is enabled for the initial configuration
ðs; vÞ and the parameterized input ðx; px Þ. At least one
transition ðq  x; PN =opN ; y; upN ! q0 Þ of the EFSM N
with input x and output y is also enabled for the initial
configurations ðq; uÞ and the same input. Since N is
observable, this transition is unique. By definition of a
distinguishing machine, the state ðs; qÞ of the distinguishing machine has only two outgoing transitions
ððs; qÞ  x; PM ^ PN ^ ðopM#yN ¼ opN#yM Þ=
opM ; y; ðupM ; upN Þ ! ðs0 ; q0 ÞÞ and
ððs; qÞ  x; PM ^ ð:PN _ ðopM#yN 6¼ opN#yM ÞÞ=
opM ; y; upM ! ðs0 ; failÞÞ
with input x and output y. Since the transitions ðs 
x; PM =opM ; y; upM ! s0 Þ and ðq  x; PN =opN ; y; upN ! q0 Þ
are enabled for the parameterized input ðx; ox Þ in the
initial configurations ðs; vÞ and ðq; uÞ, respectively, the
predicates PM ðv; px Þ; PN ðu; px Þ evaluate to True. The
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predicate ðopM ðu; px Þ#yN ¼ opN ðu; px Þ#yM Þ evaluates to
True because the machines ðM; ðs; vÞÞ and ðN; ðq; uÞÞ
produce compatible parameterized outputs in response
to ðx; px Þ. Thus,
ðs; qÞ  x; PM ^ PN ^ ðopM#yN ¼ opN#yM Þ=
opM ; y; ðupM ; upN Þ ! ðs0 ; q0 ÞÞ
is the only enabled transition of the distinguishing
machine for ðs; qÞ and ðx; px Þ. Therefore, ðx; px Þ takes
½ðM; ðs; vÞÞ  ðN; ðq; uÞÞ from the initial configuration
into the configuration ððs0 ; v0 Þ; ðq0 ; u0 ÞÞ. The sequence 0
takes the distinguishing machine from this configuration
to a fail-state. But, the distinguishing machine ½ðM; ðs; vÞÞ
ðN; ðq; uÞÞ in the configuration ððs0 ; v0 Þ; ðq0 ; u0 ÞÞ coincides with the distinguishing machine ½ðM; ðs0 ; v0 ÞÞ 
ðN; ðq0 ; u0 ÞÞ. Then, ðs0 ; q0 Þ is not a fail-state due to the
assumption of induction 0 is a separating sequence for
the configurations ðs0 ; v0 Þ and ðq0 ; u0 Þ of the machines M
and N, respectively. This means that the parameterized
output sequences produced from ðs0 ; v0 Þ and ðq0 ; u0 Þ in
response to 0 are incompatible. ðx; px Þ takes the
machines M and N from configurations ðs0 ; v0 Þ and
ðq0 ; u0 Þ into ðs0 ; v0 Þ and ðq0 ; u0 Þ, respectively, the parameterized output sequences ðy; oN ÞN and ðy; oM ÞM
are incompatible because of incompatibility of suffixes
N and M . Thus, ðM; ðs; vÞÞ and ðN; ðq; uÞÞ produce
incompatible parameterized outputs in response to .
The step of induction is proven. The sufficiency is
proven.
The other part can be proven in a similar way.
u
t
Proposition 2 implies that the problem of determining a
sequence separating two configurations of a given REFSM
M can be reduced to a well-understood reachability
problem for EFSMs. In particular, any parameterized
sequence that labels the shortest sequence of enabled
transitions from the initial configuration to a fail-state of
the distinguishing machine is a minimal solution to the
original problem. For EFSMs with a finite reachability
graph, the reachability analysis is theoretically tractable,
though hard. The advantage of the approach to configuration distinguishability problem that we are developing in
this paper, is the applicability of existing tools for model
checking, i.e., EFSM traversal. In practical situations, using
such a tool, one usually imposes some limit on the length of
desired sequences to deal with complexity. In this case, only
a fragment of the distinguishing machine is required.
Definition 9. Given an EFSM N, the l-fragment of N is defined
as a submachine of N obtained from the graph of N by pruning
nodes, whose distance from the initial node exceeds l, along
with their adjacent transitions.
Example. We consider the ESFM M in Fig. 1. Assume we
are required to find a sequence (if it exists) separating
the configuration ð1; 0; 0Þ from ð1; 0; 5Þ. Here, 1 denotes
state 1 and ð0; 5Þ means u ¼ 0 and w ¼ 5. The length of
the sequence should not exceed two, i.e., l ¼ 2. Fig. 3
shows the 2-fragment of the distinguishing machine
½ðM; ð1; 0; 0ÞÞ  ðM; ð1; 0; 5ÞÞ. Note that, in this fragment, we have not depicted any path of length two or
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ðN; ðq; uÞÞ (Definition 8) to a set of EFSMs. Specifically, let
@ be a finite set of strongly initialized, input and predicate
complete, and observable, but not necessarily deterministic
EFSMs, i.e.,
@ ¼ fðM1 ; ðs1 ; v1 ÞÞ; . . . ; ðMk ; ðsk ; vk Þg; k  1:
Definition 11. A distinguishing machine of ðM; ðs; vÞÞ for @
is defined as an EFSM constructed recursively, as follows:
.
Fig. 3. Fragment of the distinguishing machine ½ðM;ð1;0;0ÞÞðM;ð1;0;5ÞÞ.

more that does not lead to a fail-state. In this diagram,
the fail-state represents all states of the fragment with
a fail-substate, namely, ð1failÞ and ð4failÞ. The context
variables of ðM; ð1; 0; 0ÞÞ are u0 and w0 . The context
variables of ðM; ð1; 0; 5ÞÞ are u1 and w1 . The initial
configuration of the distinguishing machine is ð11;
u0 ¼ 0; w0 ¼ 0; u1 ¼ 0; w1 ¼ 5Þ. By direct inspection of
the graph, one may see that input a separates the
configurations ð1; 0; 0Þ and ð1; 0; 5Þ. The transition from
state 11 guarded by the predicate w0  4 ^ :ðw1  4Þ is
enabled and takes the machine to the fail-state.
Consider another situation when we are required to
find a sequence of length at most two that separates the
configuration ð1; 0; 0Þ from ð1; 0; 2Þ. The 2-fragment of the
distinguishing machine ½ðM; ð1; 0; 0ÞÞ  ðM; ð1; 0; 2ÞÞ is
exactly what we have just constructed (Fig. 3). It has a
different initial configuration ð11; u0 ¼ 0; w0 ¼ 0; u1 ¼ 0;
w1 ¼ 2Þ. Reachability analysis shows that the fail-state
can only be reached when a sequence of four inputs is
applied. In other words, there is no sequence of length
two that separates ð1; 0; 0Þ from ð1; 0; 2Þ.
Based on the above results, we next address the problem
of configuration confirming sequence generation for an
arbitrary set of configurations.

3.2

Configuration-Confirming Sequence for a
Set of Configurations
We wish to distinguish a configuration from a given set of
configurations of a known REFSM. Informally speaking, the
set represents possible “suspicious” configurations to which
any implementation may go (instead of the expected
configuration) due to potential faults in a particular EFSM
transition. This set is supposed to reflect test designer’s
assumptions about implementation faults, in other words, it
may be treated as a particular fault model or a fault function
used in [8], [9]. An equivalent problem for a flat FSM is the
problem of identifying a certain state in a given set of states
[7] or partial UIO construction [24].
Definition 10. Given configuration c and a configuration set C
of an REFSM M, a parameterized input sequence  is said to
confirm c in the set C if  separates c from every c0 2 C
distinguishable from c.
We use distinguishing machines to derive configuration
confirming sequences. To this end, we first generalize the
notion of a distinguishing machine of ðM; ðs; vÞÞ for

.

The distinguishing machine of ðM; ðs; vÞÞ for
fðM1 ; ðs1 ; v1 ÞÞg is ½ðM; ðs; vÞÞ  ðM1 ; ðs1 ; v1 ÞÞ.
Let 1  i < k and ½ðM; ðs; vÞÞ  ðM1 ; ðs1 ; v1 ÞÞ 
. . .  ðMi ; ðsi ; vi ÞÞ be the distinguishing machine
of ðM; ðs; vÞÞ for fðM1 ; ðs1 ; v1 ÞÞ; . . . ; ðMi ; ðsi ; vi ÞÞg.
Then, the distinguishing machine of ðM; ðs; vÞÞ for
fðM1 ; ðs1 ; v1 ÞÞ; . . . ; ðMiþ1 ; ðsiþ1 ; viþ1 ÞÞg is the distinguishing machine of
½ðM; ðs; vÞÞ  ðM1 ; ðs1 ; v1 ÞÞ  . . .  ðMi ; ðsi ; vi ÞÞ

for ðMiþ1 ; ðsiþ1 ; viþ1 ÞÞ.
We use ½ðM; ðs; vÞÞ; @ to denote a distinguishing
machine of ðM; ðs; vÞÞ for @.
The following property immediately follows from
Definition 11 and Propositions 1 and 2.
Proposition 3. Given a finite set of machines @ ¼ fðM1 ; ðs1 ; v1 ÞÞ;
. . . ; ðMk ; ðsk ; vk ÞÞg, k  1, let ðs0 ; s01 ; . . . ; s0k Þ be the state,
where a sequence  takes the distinguishing machine
½ðM; ðs; vÞÞ; @ from the initial configuration. Then, s0i ¼
fail iff  is a separating sequence for ðs; vÞ and ðsi ; vi Þ.
If in the set @, M ¼ M1 ¼ . . . ¼ Mk , then we use a
simplified notation for the distinguishing machine, namely,
½M; ðs; vÞ; C, where C ¼ fðs1 ; v1 Þ; . . . ; ðsk ; vk Þg. Proposition 3 implies the following.
Corollary 1. Let C ¼ fðs1 ; v1 Þ; . . . ; ðsk ; vk Þg contain only configurations distinguishable from ðs; vÞ and let ðs0 ; s01 ; . . . ; s0k Þ
be the state, where a sequence  takes the distinguishing
machine ½M; ðs; vÞ; C from the initial configuration. Then,
s0i ¼ fail for all i, 1  i  k iff  confirms ðs; vÞ in the set C.
It is clear that, if C contains configurations indistinguishable from ðs; vÞ, then one can always omit the
corresponding substates from the distinguishing machine
½M; ðs; vÞ; C without losing a CS. To verify equivalence,
a distinguishing machine for each configuration from C
has first to be constructed. Once a configuration is found
indistinguishable from ðs; vÞ, it is removed from the set
C. This may simplify the machine ½M; ðs; vÞ; C.
A CS may not exist even if ðs; vÞ is distinguishable from
every configuration in the set C. The situation is similar to
SIS or UIO sequences of FSMs. A number of best-effort
strategies can be applied when no CS can be found. One
may attempt the search for an input sequence that confirms
ðs; vÞ in a maximal subset of C. In the graph of the
distinguishing machine ½M; ðs; vÞ; C, one has to find all
the nodes with a maximal number of fail-substates and then
determine an executable transfer sequence from the initial
configuration to one of these nodes. If that fails because of
unreachability (due to nonexecutable transitions), one can
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then resort to nodes with fewer fail-substates. It is also
possible that one assigns certain weights to configurations
in the set C that indicate how important it is to distinguish
each of them from the given configuration. Then, the search
has to be bounded for those states of a distinguishing
machine whose weight exceeds a predefined limit. Alternatively, one may simply set a minimal percentage of
configurations to be separated and solve a more modest
task to reduce the complexity.
An additional way of alleviating the state explosion
effect is to impose a limit l on the length of CS, as discussed
in Section 3.1. To derive a CS of at most l inputs, one can
directly construct an l-fragment of the distinguishing
machine rather than determining the whole machine.
As mentioned above, the problem of CS construction is a
generalization of a well-known problem of deriving UIO for
a minimal FSM to the class of EFSMs. The problem is
PSPACE-complete even for FSMs [6]. Therefore, we have to
look for approximation approaches to further alleviate the
state explosion effect. Proper opportunities arise when all
the configurations in the given set share a few common
properties.

3.3 CS for Configurations with Abstractions
Let ðs; vÞ be a configuration to be confirmed in a finite set
C ¼ fðs1 ; v1 Þ; . . . ; ðsk ; vk Þg, such that s1 ¼ . . . ¼ sk ¼ s0 and
all contexts vi have an identical value of each context
variable in a subset W  V , in other words, for all
i ¼ 1; . . . ; k, the value vij is constant for each variable
vj 2 W . The approach of Section 3.2 can be tried to solve the
problem. To circumvent a potential state explosion effect,
caused by the number k of substates in a distinguishing
machine, we propose to approximate the behavior of k
machines ðM; ðs1 ; v1 ÞÞ; . . . ; ðM; ðsk ; vk ÞÞ by a single machine
using an EFSM projection.
Such a machine is in fact an abstraction of the original
REFSM M and can be obtained from the latter by deleting
certain variables. The set of variables to be immediately
deleted comprises all the context variables whose values
vary in the given contexts v1 ; . . . ; vk , i.e., variables in the set
V  W . Taking into account the fact that these variables can
define other variables, the list of destroyed variables has to
be extended by including each variable that depends on a
variable already in the list. In the extreme case, all the
variables can be deleted from the given machine. Note that,
if an output parameter depends on a variable to be deleted,
it has also to be removed from the machine, as its value
cannot be uniquely determined. The set of remaining
variables and parameters defines an EFSM projection. To
define and to construct EFSM projections in a formal way,
we first define several auxiliary notions.
Definition 12. Variable vi is 1-dependent on a variable vj if
there exists a context update function up such that the value of
vi defined by the function depends on the value of vj . The
variables vi and vj are said to be in the 1-dependency relation.
A transitive irreflexive closure of the 1-dependence is called
the dependency relation. A variable vi which is in the
dependency relation with vj is said to depend on vj .
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Definition 13. Output parameter ui depends on a variable vj if
the EFSM M has at least one function op such that the value of
ui defined by the function depends on the value of vj .
Usually, in practice, the update function of a transition is
defined by a sequence of assignments. In this case, for
simplicity, every variable in the left part of an assignment
can be assumed to 1-depend on a variable in the right part.
The dependency relation can then be calculated by the
standard Warshall method [43].
We will use the notions of a closed set under the
dependency relation and the closure of a set in the usual
sense. In particular, a subset of context variables of the
EFSM is closed under the dependence relation if all the
variables in the set depend only on variables in this set. A
closed set means the set closed under the dependency
relation, unless stated otherwise explicitly. Notice that a
maximal closed subset of a given set of variables is similar
to cone of influence in [50]. Now, the notion of a projection
of an EFSM onto a closed set of variables can be defined.3
Definition 14. Let U be a closed set of context variables of the
EFSM M, the U-projection of M is defined as an EFSM,
obtained from the EFSM M by projecting out all context
variables not in U, output parameters which depend on
variables not in U, and by replacing every predicate over such
variables by a True constant. We use M#U to denote the
U-projection of M.
Projection of EFSMs preserves their properties of being
both input and predicate complete and observable. The
U-projection of a strongly initialized machine ðM; ðsi ; vi ÞÞ
is a pair ðM#U ; ðsi ; vi#U ÞÞ. Obviously, given a set C ¼
fðs0 ; v1 Þ; . . . ; ðs0 ; vk Þg such that the value vij is constant
for all vj 2 W and all i ¼ 1; . . . ; k, the projections
ðM#U ; ðs0 ; vi#U ÞÞ, i ¼ 1; . . . ; k, where U is the maximal
closed subset of W , are identical, which we simplify to
ðM#U ; ðs0 ; v0#U ÞÞ.
The following statement indicates that the defined
projection operation is conservative, i.e., it preserves the
behavior of the original EFSM.4
Proposition 4. Let U and W be closed sets of variables of the
EFSM M. If W  U, then for every output parameterized
sequence of ðM#U ; ðs; v#U ÞÞ produced in response to a
parameterized input sequence , the machine ðM#W ; ðs; v#W ÞÞ
produces a compatible parameterized output sequence.
Due to Proposition 4, a sequence that confirms the
configuration ðs; vÞ in the set C with the maximal closed
subset of variables U could be found by performing
reachability analysis of the distinguishing machine
½ðM; ðs; vÞÞ  ðM#U ; ðs0 ; v0#U ÞÞ, as stated in the following.
Corollary 2. If a parameterized input sequence  takes the
distinguishing machine ½ðM; ðs; vÞÞ  ðM#U ; ðs0 ; v0#U ÞÞ from
3. It is possible to define “finer” projections of EFSM by replacing, for
example, with the constant True only affected constituents instead of the
whole predicate, see, e.g., [52].
4. Since we are mainly interested in preserving the “bad behaviors” we
want to discriminate from, we do not actually try to formally define the
projection in the framework of an abstract interpretation. More details on
the abstraction can be found in [52].
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Fig. 4. The l-fragment of the distinguishing machine ½ðM; ð1; 0; 0ÞÞ 
ðM#U ; 2Þ for l ¼ 2.

the initial configuration to a fail-state, then it confirms the
configuration ðs; vÞ in the set of all configurations with state s0
and any contexts vi such that vi#U ¼ v0#U , which includes the
set C.
The converse is not necessarily true. The method implied
by this statement uses at most jSjðjSj þ 1Þ states in the
distinguishing machine instead of jSjðjSj þ 1Þk states, the
upper bound for the number of states in a distinguishing
machine for the set C of k configurations. To further reduce
the number of states, one may confine the construction of
this machine to its l-fragment, as discussed before.
Example. Assume that the configuration ð1; 0; 0Þ of the
EFSM M (Fig. 1) has to be confirmed in all the
configurations with state 2 with a sequence of at most
two inputs. In this case, the set of variables that remain
constant in all the contexts is empty, its closed subset is
also an empty set. The U-projection of the EFSM M is an
FSM obtained from M by erasing all predicates,
variables, and operations on them. The obtained machine
ðM#; ; 2Þ has the graph of the EFSM M (Fig. 1) and we do
not reproduce it here again. Fig. 4 presents the l-fragment
of the distinguishing machine ½ðM; ð1; 0; 0ÞÞ  ðM#; ; 2Þ
for l ¼ 2. The initial configuration is ð12; u0 ¼ 0; w0 ¼ 0Þ.
We have two paths to the fail-state, among which only
one, labeled with ab, is executable. Thus, the input
sequence ab confirms the configuration ð1; 0; 0Þ in the set
of all configurations with state 2.
Now, replace state 2 by state 4. The corresponding
l-fragment of the distinguishing machine ½ðM; ð1; 0; 0ÞÞ 
ðM#U ; 4Þ for l ¼ 2 contains, in fact, only two transitions
from state 14 to the fail-state shown in Fig. 4. The
transition with a is not enabled, while the one with b is. It
means that the input sequence b confirms the configuration ð1; 0; 0Þ in the set of all configurations with state 4.
Finally, we illustrate projections and their use when a
maximal closed subset is not empty. Assume that the
configuration ð1; 0; 0Þ of the EFSM M (Fig. 1) has to be
confirmed in all the configurations with state 3 and
context variable u ¼ 1 with a sequence of at most two
inputs. The maximal closed subset U of the set fug is fug
itself, as the context variable u does not depend on w. The
U-projection M#U is obtained from M (Fig. 1) by erasing
all statements and operations with the variable w in two
transitions from state 1. We present here only the
l-fragment of the distinguishing machine ½ðM; ð1; 0; 0ÞÞ 
ðM#U ; ð3; u ¼ 1ÞÞ for l ¼ 2 in Fig. 5.
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Fig. 5. The l-fragment of ½ðM; ð1; 0; 0ÞÞ  ðM#U ; ð3; u ¼ 1ÞÞ for l ¼ 2.

The obtained machine has the context variables u0 ,
w0 , and u1 . There are two executable paths from the
initial configuration ð13; u0 ¼ 0; w0 ¼ 0; u1 ¼ 1Þ to the
fail-state, namely, b and ab. In other words, one of the
sequences b or ab can be used to confirm the configuration ð1; 0; 0Þ in all the configurations with state 3 and
context variable u ¼ 1.
The approach based on projections allows us to address
the problem of CS derivation even in a more general setting,
where a given configuration is to be confirmed in a finite set
= ¼ fðs1 ; u1 Þ; . . . ; ðsk ; uk Þg, where ui is a valuation of jUi j
components and Ui is a given subset of V . Valuation ui is
called a partial context if Ui 6¼ V . A partial context ui
represents, in fact, a set of contexts fv 2 DV jv#Ui ¼ ui g, so
set = is a set of configuration sets. States s1 ; . . . ; sk are not
necessarily different. If this list includes all states in the
given EFSM M and, in addition, Ui ¼ ; for all i ¼ 1; . . . ; k,
then = represents all the possible configurations of M. The
test designer may define such a set formalizing the
assumptions about the potential violations of context
separately for each suspected state. To find a confirming
sequence, we just use all the results of this section.
Example. Assume that the configuration ð1; 0; 0Þ of the
EFSM M (Fig. 1) has to be confirmed in the set of sets of
configurations fð1; 0; 5Þ; ð3; u ¼ 1Þ; ð2Þ; ð4Þg with a sequence of at most two inputs. In Section 3.1, we have
determined that ð1; 0; 0Þ and ð1; 0; 5Þ are distinguishable;
input a separates them. In Section 3.3, it is established
that there are input sequences that confirm ð1; 0; 0Þ in
each of the configuration sets ð3; u ¼ 1Þ, ð2Þ, and ð4Þ.
Now, we want to determine whether there exists a single
input sequence of at most two inputs that confirms
ð1; 0; 0Þ in at least three sets among ð1; 0; 5Þ, ð3; u ¼ 1Þ, ð2Þ,
and ð4Þ. To this end, we construct the l-fragment of the
distinguishing machine of ðM; ð1; 0; 0ÞÞ for the four
machines, considered in Sections 3.1 and 3.2. Since we
are interested in finding a sequence that confirms the
given configuration in at least three sets, we further
exclude from the l-fragment each path in the graph that
leads to a node with two or fewer fail-substates. The
resulting fragment is presented in Fig. 6. Here, the
variables u0 ; w0 belong to the original machine M; u1 ; w1
belong to the first machine with the initial configuration
ð1; 0; 5Þ; and u2 to the third machine with the initial
configuration ð3; u ¼ 1Þ. Thus, ð11324; u0 ¼ 0; w0 ¼ 0;
u1 ¼ 0; w1 ¼ 5; u2 ¼ 1Þ is the initial configuration of the
distinguishing machine. In the graph, there are eight
nodes with three or four fail-substates and to solve the
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Fig. 6. Fragment of the distinguishing machine of ðM; ð1; 0; 0ÞÞ for four machines.

problem, it is sufficient to find an executable sequence
that takes the machine from the initial configuration to
one of these nodes.
By direct inspection, one may see that in Fig. 6, there
is only one executable path to the node (4fff4) caused by
the input sequence ab. It means that ab confirms the
configuration ð1; 0; 0Þ of the EFSM M in the set of sets of
configurations fð1; 0; 5Þ; ð3; u ¼ 1Þ; ð2Þg.

4

EXPERIMENTS

We demonstrate the scalability of the proposed approach on
a realistic example. We choose a formal specification of a
system that offers an ISDN-type service, used in internal
development by France Télécom. The system is specified in
SDL. We use the Object Geode tool of Telelogic [51], [58],
which is one of the most advanced SDL tools, supporting
automatic specification coverage-based test generation and
exhaustive verification (model checking). The properties to
verify are expressed in predicates and observers specified in
the language GOAL that is similar to SDL, except for
communications, as observers do not communicate with the
specification or each other, but rather observe process
events, and function synchronously with specification.
Object Geode Simulator simulates the synchronous product
of the specification and the observers, by exploring the
global states of the whole system. This feature allows us to
avoid building a distinguishing machine explicitly. What
we need to do is to describe machines that model a
suspected faulty behavior (mutants initialized in suspicious
configurations) as GOAL observers, which compare the
behavior of the specification with a suspected faulty
behavior. Whenever an observer detects a discrepancy, it
moves to the fail state, indicating that an input sequence
that separates the suspicious configuration set from the
expected configuration has been found. The tool could thus
determine a confirming sequence for a given EFSM
specification, along with an expected configuration and
sets of suspicious configuration sets. We use Object Geode
TestComposer to generate a specification coverage-based
test for which we then choose suspicious configurations.
The SDL specification contains about 3,000 lines of code
that takes about 60 pages of the letter size in the graphical

SDL format. The specification describes a single EFSM-like
process. The process has 17 SDL control states, 30 variables
of Boolean, integer, and enumerative types, six procedures
(each uses its own variables), four inputs, three of which are
parameterized by a parameter of enumerative type, four
outputs, three of which are parameterized. The number of
values of input parameters ranges from 5 to 14. The system
contains also a few timers. Since our EFSM model has no
time, we prohibit time progress in Object Geode while
performing simulation to determine confirming sequences.
In other words, we assume that during testing, a short
confirming sequence could be executed faster than any
timer expires. This assumption allows us to ignore timers
and concentrate on EFSM testing following the proposed
scheme.
Since our ultimate goal is to enhance TestComposer with
higher coverage for tail configuration faults, we first start
with a test case generated using Object Geode TestComposer. The expected configuration is determined by simulating
with Object Geode the specification with the generated test
case. The configuration is a tuple of a (SDL control) state
and a valuation of context variables. In this experiment, the
suspicious configuration sets are derived from the expected
configuration in two steps, first identifying “error-prone”
variables and then choosing their “suspicious” valuations.
Among the variables involved in the part of the code
traversed by the generated test, we chose variables that
seem to us to be more “tricky” than the others and, hence,
may most probably be first affected by implementation
errors. Various heuristics could be used to identify most
error-prone or critical variables; in our protocol specification, we selected two variables that are involved in most
numerous and complex operations and expressions compared to the others. Each variable can take four different
values. To choose a restricted number of valuations of errorprone variables most interesting for testing one may again
use different heuristics; in our example, we decided to
detect subtle errors in values of the two variables, assuming
that the smaller the difference between the expected and
erroneous values the subtler the error. The intuition behind
is that such errors are more likely to appear than blatant
ones. This heuristics yields two suspicious configurations,
each of which is obtained from the expected one by
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TABLE 1
Experimental Results on the Sample Test

incrementing the value of a single suspicious variable by
one. In addition, we define 13 suspicious configuration sets,
each of them corresponds to a set of configurations of the
specification, defined by a unique control state that is
different from the expected one, the expected (False) value
of one Boolean variable and arbitrary values of all the other
variables. Thus, when we mutate the control state, we
consider all the variables, but one, to be error-prone. We
combine state mutation with arbitrary variable value
mutation since the latter is often the result of the former
and, the other way around, the state error are likely to be
caused by variable errors. The error-prone variables are
projected out from the specification to obtain EFSMs which
model faulty behavior corresponding to an erroneous state
and arbitrary valuation of these variables. The initial
configuration of each of these machines corresponds to all
configurations of the specification that have the same state
and the False value of the Boolean variable kept in the
projected machines. Note that, among the remaining free
variables there are integers, so the number of corresponding
configurations of the specification becomes theoretically
infinite. Therefore, without projecting the specification, it
would simply be impossible to enumerate suspicious
configurations chosen for confirming sequence derivation.
The derived 15 machines are coded as GOAL observers.
Finally, we perform exhaustive simulation of the specification with the observers initialized in suspicious configurations. Determining a confirming sequence, Object Geode
verifier enumerates global states of the system of the
specification and all the observers to verify the properties
expressed by observers and reports the number of global
states explored before such a sequence is found, see Table 1.
The machines obtained by mutating the expected state
are separated from the specification by a single input signal;
this is why the tool explores only a few global states to
determine confirming sequences, as Table 1 shows. The two
suspicious configurations obtained by changing the value of
a single variable are separated from the expected configuration by an input sequence of length two. The tool
computes a confirming sequence of four inputs, which
confirms the expected configuration w.r.t. all 15 suspicious
configuration sets. Table 1 also illustrates how the required
state space grows with the length of confirming sequence,
while the observers (the sets of suspicious configurations)
are consecutively added one by one into the system.
The test derived with Object Geode TestComposer is
appended with the determined confirming sequence. In
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contrast to the original test, the resulting test can detect any
implementation error that is reflected in the 15 sets of
suspicious configurations. The experiments show that,
while the state space required by a model checker to
determine a confirming sequence may grow exponentially
with the number of faults (sets of suspicious configurations)
and the length of a required confirming sequence, derivation of a confirming sequence is still feasible, even for this
relatively large specification with 17 states and 30 variables.
Notice that the black list of the suspicious configurations
includes almost 40 percent of the possible configurations of
the sample specification, assuming finite domains for
integers. Even if we assume the existing 12 integer variables
range over he interval f0; . . . ; 9g, the black list has more than
5:8  1024 suspicious configurations, each of which is killed
by the derived confirming sequence. Such a result could
hardly be achieved by using traditional mutation based
techniques, e.g., [55], which do not employ abstraction.

5

COMPARISON

WITH

RELATED WORK

The list of papers addressing the issue of test derivation
from EFSM specifications constantly grows in spite of the
fact that all problems easily become intractable for
nontrivial EFSMs. Most research concentrates on finding
executable test cases that attempt to cover both the control
flow and data flow aspects of an EFSM [10] [11], [12], [13],
[14], [15], [16], [17], [18], [19], [20], [21]. Symbolic execution
and constraint solving appear as standard techniques for
EFSM model-checking and reachability analysis, see, e.g.,
[50], [54], though some researchers look for special EFSM
classes, where the problems become somewhat easier and
could be solved by other techniques, see, e.g., [22].
Few attempts have been reported so far regarding the
problem of state/configuration confirming sequence generation from an EFSM specification. Many papers mention
using state verification sequences, usually in form of UIO,
for checking the tail state of transitions. However, a formal
definition along with a method of computation of these
sequences for an EFSM can rarely be found in those papers.
To the best of our knowledge, [22] and [23] are the few
exceptions. Li et al. [22] confine themselves to a restricted
class of EFSMs, while Ramalingom et al. [23] address a
wider class of EFSMs. Ramalingom et al. [23] define a socalled context independent unique sequence and presents
an algorithm for computing it, while [22] attempts to find a
more general type of UIO. In both works, sequences are
intended to verify only a destination state and not a
destination configuration that includes state as well as
context of the EFSM, opposed to the approach developed in
this paper. Our approach first outlined in [33] can be used
to solve the problems considered in [22] and [23], due to its
flexibility.
In the realm of pure FSMs, the problem reduces to SIS or
UIO generation for a minimal machine, which is a longstanding problem. It was addressed in a number of works,
such as [7], [24], [6]. Compared to these techniques, our
method, when applied to the FSM model, is similar to Gill’s
successor trees [7] and [44]. On the other hand, our notion of
distinguishing machine is pretty close to the FSM product
used in many papers, mainly related to model checking and
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test derivation [35], [25], [26], [27], [28]. A distinguishing
machine in this paper can be composed of several machines,
whose behavior is compared to that of the specification
machine. Moreover, we further develop this notion to deal
with the EFSM model.
Model checking techniques have already been tried for
test derivation by many researchers, see, e.g., [19], [29], [30],
[31], [32], [55]. In these works, a product of two machines
(one of them is a specification machine) has also been used
to derive a test case that either fulfils a given test purpose
(modeled by a second machine) or reveals a certain fault
modeled by a mutated specification machine (a second
machine). Even when a product machine is not explicitly
constructed, as in, e.g., [19], it provides a theoretical
foundation for the results. We further extend the concept
of a product to a so-called distinguishing machine of a
specification machine for a few machines that are obtained
from the specification machine by projections and assigning
proper initial configurations. It allows us to address a new
(for the EFSM model) problem of determining the most
“powerful” configuration-confirming sequence and apply
widely used traversal methods to find a solution.

6

CONCLUSIONS

We investigated the problem of construction of a configuration confirming sequence for the EFSM model, specifically, given a configuration and an arbitrary set of
configurations, determine an input sequence such that the
EFSM in the given configuration produces an output
sequence different from that of the configurations in the
given set or at least in a maximal proper subset. The
problem was also generalized to consider a set of configuration sets. We demonstrated that the problem could be
reduced to the EFSM traversal problem, so that the existing
methods and tools developed in the context of model
checking become applicable. The theoretical framework for
determining configuration-confirming sequences based on
projections and products of EFSMs was presented. Based on
this framework, a number of test derivation strategies with
various heuristics could be elaborated and we indicated a
few of them in this paper.
The approach to confirming sequence generation developed in this paper can be used to improve any existing test
derivation tool that typically uses a model checker mainly
to derive executable preambles and postambles. A most
“powerful” confirming sequence satisfying user constraints
could be generated and appended to the test body of a test
case if desired. We believe that the techniques, based on
projection and product elaborated in this paper, facilitate
precise specification of requirements to configuration
confirming sequences. The test designer may thus be
provided with a new facility of incorporating test or fault
hypotheses into the test derivation process. The added
value would be in improved fault coverage of tests,
according to the needs of the test designer. An attractive
feature of our approach is its compatibility with a current
practice of deriving tests from test purposes.
Our approach fits as a building block into a more general
project to build test suites for telecommunication software
[2], [56], [57]. The method presented in this paper
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specifically solves the problem of deriving a confirming
test sequence for a designated reference configuration and a
given “black list” of typically faulty configurations. The
reference configurations would be computed by a testgeneration tool based on transition coverage, such as Object
Geode TestComposer. In our first implementation of the
method, the definition of faulty configurations was left to
the user of the test generation environment.
Work is currently in progress to find better ways of
describing and producing suspicious sets. Fault-models on
EFSM provide a generic framework for defining such sets,
but we are investigating finer approaches that could relate
faults with the test hypotheses that can be used to assess the
coverage of a test suite. We also have ongoing work on the
method itself to extend it to deal with communicating
extended state machines.
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